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Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to OFSS Support

https://support.us.oracle.com

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall
structure of the User Manual

Transaction Host Integration Matrix provides information on host integration requirements
for the transactions covered in the User Manual.

Introduction provides brief information on the overall functionality covered in the User
Manual

Chapters post Introduction are dedicated to individual transactions and its details,
covered in the User Manual

Related Information Sources

For more information on Oracle FLEXCUBE Direct Banking Release 12.0.3.0.0, refer to
the following documents:

e Oracle FLEXCUBE Direct Banking Licensing Guide
¢ Oracle FLEXCUBE Direct Banking Installation


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
https://support.us.oracle.com/

Transaction Host Integration Matrix

2. Transaction Host Integration Matrix

Legends

NH No Host Interface Required.

* Host Interface to be developed separately.

v Pre integrated Host interface available

X Pre integrated Host interface not available

Transaction Name FLEXCUBE UBS Third Party Host System
Login NH NH
Create Role NH NH
Modify Role NH NH
Delete Role NH NH
View Role NH NH
Create User NH NH
Modify User NH NH
Activate User NH NH
Deactivate User NH NH
Lock User NH NH
Unlock User NH NH
Delete User NH NH
Revoke User NH NH
View User NH NH
Customer Profile v *
View / Modify Customer NH NH
Profile

Account Mapping Setup NH NH
Maintain User List v *
Manage Rules 4 *
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Transaction Host Integration Matrix

Transaction Name FLEXCUBE UBS Third Party Host System
Bulk Registration NH NH

User BTID Map NH NH

View Audit Log X *

My Services NH NH

Mailbox NH NH

Viewing Received Messages | NH NH

Viewing Sent Messages NH NH

Sending Messages NH NH
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Introduction

3. Introduction

Bank delegates certain FCDB administrative functionalities to the corporate users. Such
delegated administrator will have restricted scope over these administration
functionalities and scope will be restricted to manage the corporate to which they belong.

Following administrative functions are extended for Corporate Administration.
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Role Management ( Restricted to Transaction controlled by Customer Profile Role)
User Management for Corporate Users (All functions)

View & Modify Customer profile

User Account Setup

Manage User List and Authorisation Rules



Login

4. Login

Using the Login screen user can log on to the Oracle FLEXCUBE Direct Banking
application. By default, the security keyboard option is checked. This enables the user to
access the interface through a virtual keyboard appearing on the screen by either clicking
or hovering on the keys. Alternatively, the user can clear the security keyboard option
and can use the keyboard. Security Keyboard can be used only for Password field.

To log on to the Oracle FLEXCUBE Direct Banking application

1. Enter the appropriate URL of the application provided in the address bar of browser.
2. The system displays the login screen of the Oracle FLEXCUBE Direct Banking
application.

Oracle FLEXCUBE Direct Banking

User ID:

(O use virtual keyboard Fassword: Sign-in

Click here to enter by hovering Language: English

Field Description

Field Name Description

User ID [Mandatory, Alphanumeric, 20]
Type the user ID

Password [Mandatory, Alphanumeric, 20]
Type the password.

Language [Mandatory, Drop-down]
Select the preferred language from the drop-down list.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 8



Login

Field Name Description

Use Virtual [Optional, Tab]

Keyboard Select the Use the Security Keyboard tab to use the virtual
keyboard.

By default, this tab is selected.

3. Click the Sign In button to log in to the application. The system displays the home page.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 9
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Role Management
Create Role

Role Management

Using the Create Role option, the corporate administrator can create roles. By creating a
role, an administrator can map various transactions to the user types/channels.
Corporate administrator can create role only from the transactions assigned to the
customer profile while creating/modifying the customer profile.

Note: Role Created by Corporate admin can only be modified by corporate admin

To create arole

Logon to the Internet Banking application.

Navigate through the menus to Role Management > Create Role. The system displays

the Create Role screen.

Create Role

Create Role
User Type-Channel Internet -
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD
Channel: Internet

Role Desciption:

Set As Default Role:
Transaction(s) Allow Authorization
+ Payments

#Bill Payments
HBill Payments

£ New Account Opaning

# Accounts

£ Customer Servicas

# Teols

# Collection snd Remittances
£ Bulk Transactions

# Customer Services

+ Supply Chain Manegement
#|Mandates

# Transaction Adtivities

# Servicas

#Caras

£PFM

Allow Initiation

Allow View

26-08-2014 10:31:04 GMT +0520

Create Role

10



Field Description

Field Name

Role Management

Description

User Type-Channel

Entity

User Type

Channel

Role Description

Set As Default Role

Column Name

[Mandatory, Drop-Down]
Select the user type-channel from the drop-down list.

[Display]
This field displays the name of the entity.

[Display]
This field displays the type of the user.

[Display]
This field displays the channel selected.

[Mandatory, Alphanumeric, 80]
Type a brief description of the role.

[Optional, Check Box]
Select the check box to set the default role.

Description

Transactions

Allow Initiation

Allow
Authorization

Allow View

[Display]
This column displays the name of the transaction.

[Optional, Check Box]

Select the Allow Initiation check box adjacent to the listed
transactions.

This enables the users mapped to this role to initiate the selected
transactions.
[Optional, Check Box]

Select the Allow Authorization check box adjacent to the listed
transactions.

This enables the users mapped to this role to authorize the
selected transactions.
[Optional, Check Box]
Select the Allow View check box adjacent to the listed transaction.

This enables the users mapped to this role to view the selected
transactions.

Select the user type - channel.

Enter the role description.

Select the transactions.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 1



Role Management

Click the Create Role button. The system displays the Create Role - Verify screen.

Create Role - Verify

It allows verifying the transactions which are being mapped to the role before

confirmation.

Create Role - Verify

Entity. FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD
Ghannel: Intemet
Role Desaription: AmitAdmin

Set As Default Role: No

Transaction(s) assigned to this Role
Transaction(s) Allow Authorization

~IPayments

-1 Bill Peyments

-1 Bill Payments

-] New Account Opening

=] Accounts

-] Customer Servicas

=1 Tools

=l Callection and Remittances

-1 Bulk Transactions

=] Customer Services

= Supply Ghain Management

~IMandates

-l Transsction Activities

=) Servicss

- Cards

=IPFM

Allow Initiation

26-08-2014 10:37:47 GMT +0530

Allow View

o

Click the Change button to navigate to the previous screen

OR

Click the Confirm button. The system displays the Create Role - Confirm screen with

the status message.

Create Role - Confirm

! Role created successtully

Transaction with reference number 158362531476813 is in Accepted state.

Create Role - Confirm

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD
Channel: Intemat
Role Desaiption: AmitAdmin
Set As Default Role: No

Transaction(s} assigned to this Role
Transaction(s) Allow Authorization

=) Payments

- Bill Payments

=1 Bill Payments

=) New Account Opening

- Accounts

=) Customer Services

= Tools

- Collaction and Remittances

= Bulk Transsctions

-] Customer Services

-1 Supply Chsin Msnagement

=IMendates

~ Transaction Activities

= Services

- Cards

-IPFM

Allow Initiation

26-08-2014 10:37:47 GMT +0530

Allow View

Click the OK button. The system displays the Create Role screen.

Modify Role

Using the Modify Role option, the corporate administrator can modify an active role for
the accessible user types and channels. The administrator can search for the required

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin
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Role Management

role by entering the search criteria. The system displays all the transactions specified
under the role on modify role initiation. The corporate administrator can add/remove the
transactions from only those roles which are created by the corporate administrator.
Thus, only roles created by corporate admin can be modified by the corporate
administrator. Only those transactions can be added to the role which is mapped to the
customer profile of the corporate administrator.

To modify a Role

1. Logon to the Internet Banking application.

2. Navigate through the menus to Role Management > Modify Role. The system displays
the Modify Role screen.

Modify Role

It allows you to change or modify transaction types and access levels
(initiation/authorization/view) assigned to a selected role

Modify Role 26-08-2014 10:41:42 GMT +0530

User Type:  Intemat - Role Description: Starts With  amit

Defauilt Roles Cnly,

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

Role Description Channel Created By Created On
AMITADMIN Internet Banking ashok g ashokadmin 26-08-2014 00:00:00 GMT +0530

Nate: * Indicates default roles in the system.

Field Description

Field Name Description

User Type [Mandatory, Drop-Down]

Select the user type channel for which the role is to be modified
from the drop-down list.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 13




Field Name

Role Management

Description

Role Description

Default Roles Only

Entity

User Type

Column Name

[Optional, Drop-Down, Alphanumeric, 80]

Select the search clause for the role description from the drop-
down list, to be used as a parameter in the search criteria.

The options are:
e  Starts With
e Ends With
e Equals
e  Contains

The search clause helps in enhancing the search criteria by
indicating the position of the characters entered in the adjacent
field.

Type the search string in the adjacent field.

For Example:

If you select the search criteria as Starts With,

and enter C in the adjacent field, then the system displays all the
roles starting with C.

[Optional, Check Box]

Select the check box to view default roles.

[Display]
This field displays the name of the entity selected.

[Display]
This field displays the type of user selected.

Description

Role Description

Channel

Created By

Created On

[Display]
This column displays the name of the role.

Click the appropriate Role Description link to view and modify the
details of a role.

[Display]
This column displays the channel related to the role.

[Display]
This column displays the user id through which the role was
created.

[Display]
This column displays the date and time details on which the role
was created.

3. Select the user type and enter the role description.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 14



Role Management

4. Click the Search button to search the Role as per the search criteria.
OR
Click the link below the Role Description column. The system displays the Modify Role
screen.

Modify Role

! Mo Transaciion(s) mapped to this Role

Meodify Role 26-08-2014 10:44:39 GMT +0530

Role Desaription: AMITADMIN
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD
Channel: Intemet Banking

Set As Default Role: No

Transaction(s) assigned to this Role
Transaction(s) Allow Authorization Allow Initiation Allow View
+|Payments

+/Bill Payments

#Bill Payments

¥ New Account Opening

# Accounts

% Customer Services

# Tools

#|Collection and Remittsnces

¥ Bulk Transactions

#| Customer Services

#/Supply Chain Management

¥ Mandates

¥ Transaction Adivities

#| Senvices

¥ Cards

£ FFM

Column Description

Column Name Description

Role Details

Role Description [Display]
This field displays the Role description.

Entity [Display]
This field displays the Entity of the user.

User Type [Display]
This field displays the User Type.

Channel [Display]
This field displays the Channel for the Role.

Set As Default Role [Display]

This field displays whether or not the Role is set as
default

Transaction(s) assigned to this Role

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 15



Role Management

Column Name Description

Transaction(s) [Display]
This column displays the complete list of transactions
under the selected user type.

Allow Initiation [Optional, Check Box]

Select the Allow Initiation check box adjacent to
the listed transactions.

This enables the users mapped to this role to
initiate the selected transactions.
Allow Authorization [Optional, Check Box]

Select the Allow Authorization check box adjacent
to the listed transactions.

This enables the users mapped to this role to
authorize the selected transactions.
Allow View [Optional, Check Box]

Select the Allow View check box adjacent to the
listed transactions.

This enables the users mapped to this role to view
the selected transactions.

5. Click the Modify button. The system displays the Modify Role - Verify screen.
OR
Click the Change button to select another role.

Modify Role - Verify

It allows you to verify the role getting modified before confirming.

Modify Role - Verify 26-08-2014 10:49:57 GMT +0530

Role Desaription: AMITADMIN
Entity: FLEXCUBE DIRECT BANKING 12 B1
Uses Type: RETAIL USER - GOLD
Channel: Intemet Banking
Set As Default Rele: No

Transaction(s) assigned to this Role

Allow Authorization Allow Initiation Allow View

CLAIM/MANAGE PEER ACCOUNT { PRV ) No Yes No
MOWVE MONEY IN { DDI } Ho Yes Ho.
SAVINGS PLANS [ VSV ) No Yes No

[ crara= | o |
6. Click Confirm. The system displays the Modify Role - Confirm screen with the status
message
OR

Click Change to navigate to the previous screen.
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Role Management

Modify Role - Confirm

' Role modified successtully

Transaction with reference number §33955651476842 is in Acoepted state.

Modify Role - Confirm 26-08-2014 10:49:57 GMT +0530

Role Details,
Rele Description: AMITADMIN
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD
Channel: Internst Banking

Set As Default Role: No

Transaction{s) assigned o this Role

Transaction(s) Allow Authorization Allow Initiation Allow View
e — = = =
-
7. Click OK. The system displays the Modify Role screen.
5.3 Delete Role
Using the Delete Role option, the corporate administrator can delete an active role for
the accessible user types and channels. An administrator can search for the required role
by entering the search criteria. Only roles created by corporate administrator of the same
primary customer id are allowed to be deleted.
To delete arole
1. Logon to the Internet Banking application.
2. Navigate through the menus to Role Management > Delete Role. The system displays
the Delete Role screen.
Delete Role
DO RO e e e
[ sear |
Entity: FLEXCUBE DIRECT BANKING 12 B1
Note: * Indicates default roles in the system. P

Field Description

Field Name Description

User Type [Mandatory, Drop-Down]
Select the type of user from the drop-down list.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 17




Field Name

Role Management

Description

Role Description

Default Roles Only

Entity

User Type

Column Name

[Optional, Drop-Down, Alphanumeric, 80]

Select the search criteria for the role description from the drop-
down list, to be used as a parameter in the search criteria.

The options are:
e  Starts With
e Ends With
e Equals
e  Contains

The search clause helps in enhancing the search criteria by
indicating the position of the characters entered in the adjacent
field.

Type the search string in the adjacent field.

For Example:

If the user selects the search criteria as Starts With,

and enters C in the adjacent field, then the system displays all the
roles starting with C.

[Optional, Check Box]

Select the check box to view default roles.

[Display]
This field displays the name of the entity selected.

[Display]
This field displays the type of the user selected.

Description

Role Description

Channel

Created By

Created On

[Display]

This column displays the roles pertaining to the search criteria.
Select the appropriate check box to delete the role.
Click the appropriate Role Description link to view the details of a
particular role.

[Display]
This column displays the channel related to the role.

[Display]
This column displays the User id through which the Role was
created.

[Display]
This column displays the date and time details on which the Role
was created.
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Select the user type and enter the role description.

4. Click the Search button to search the Role as per the search criteria.
OR
Click the appropriate check box to select the role to be deleted.

5. Click the Delete Role button. The system displays the Delete Role - Verify screen.
OR

Role Management

Click the appropriate Role Description link to view the details of a particular role.(Refer

View Role Transaction in this UM)

Delete Role - Verify

It allows verifying the role deletion before confirmation.

Delete Role -Verify

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

Role Description Channel
AMITADMIN Intemst Banking

26-08-2014 11:19:14 GMT +0530

6. Click the Confirm button. The system displays the Delete Role - Confirm screen with

the status message

OR

Click the Change button to select another role.

Delete Role - Confirm

! Roleis) deleted Successtully
PeleteRole - Confirm Fronama s enTne
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

(<]

7. Click the OK button. The system displays the Delete Role screen.

5.4 View Role

Using the View Role option, the corporate administrator can view roles. An administrator
can search for the required role by entering the search criteria. In case the search criteria

are not specified, the system displays all the records under the particular user type.

To view a Role

1. Logon to the Internet Banking application.

2. Navigate through the menus to Admin Transactions > View Role. The system displays

the View Role screen.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin
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View Role

Role Management

View Role

User Type:
Default Reles Only

Internet -

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

26-08-2014 11:21:14 GMT +0530

Role Description: Staris With 5 A

Role Description Channel Created By Created On
ADITYARET Internet Banking Aditya Patel adisdmin 25022014 00:00:00 GMT +0530
ALL RYTS Internet Banking SUPERADMIN SUPERADMIN 2504-2014 00:00:00 GMT +0530
ALCKRETB Internet Banking alok s alokadmin 18-03-2014 00:00:00 GMT +0530
APINTERNETROLE Internet Banking SUPERADMIN SUPERADMIN 400:00:00 GMT +0530
ASHOK RET ALL B Internet Banking ashok g ashokadmin 4 00:00:00 GMT +0530
AUTHRET1 Internet Banking alok s alckadmin 400:00:00 GMT +0530
AUTHRETZ Internet Banking alok s alokadmin 21-03-2014 00:00:00 GMT +0530
Mote: * Indicates default roles in the system

Field Description

Field Name Description

User Type [Mandatory, Drop-Down]

Role Description

Default Roles Only

Entity

User Type

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin

Select the type of user from the drop-down list.

[Optional, Drop-Down, Alphanumeric, 80]

Select the search criteria for the role description from the drop-
down list, to be used as a parameter in the search criteria.

The options are:
e  Starts With
e  Ends With
e Equals

° Contains

The search clause helps in enhancing the search criteria by
indicating the position of the characters entered in the adjacent

field.

Type the search string in the adjacent field.

For Example:

If the user selects the search criteria as Starts With,

and enters C in the adjacent field, then the system displays all the

roles starting with C.

[Optional, Check Box]

Select the check box to view default roles.

[Display]

This field displays the name of the entity for the selected user type.

[Display]

This field displays the type of user selected.

20




Column Name

Role Management

Description

Role Description

Channel

Created By

Created On

[Display]
This column displays the role description.

Click the appropriate Role Description link to view the details of a
particular role.

[Display]
This column displays the channel related to the role.

[Display]
This column displays the User id through which the Role was
created.

[Display]
This column displays the date and time details on which the Role
was created.

Select the user type and enter the role description.

criteria entered.
OR

Click the Search button. The system displays the View Role screen as per the search

Click the appropriate Role Description link to view the details of a particular role. The
system displays the View Role screen.
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Role Management

View Role

View Role 26-08-2014 11:41:23 GMT +0530
Role Details
Role Desaiption: ALL_RYTS
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD
Channel: Intemet Banking
Default Roles Only: No
Customer Profile Roles Only: No

Transaction(s) assigned to this Role

Transaction(s) Allow Authorization Allow Initiation Allow View

- Payments
ADD PEER BENEFICIARY { PBM ) No Yes No
BENEFICIARY MAINTENANCE (BTG ) No Yes No
CANCEL PENDING TRANSFERS (PTC ) No Yes No
DELETE FEER BENEFICIARY { DPB ) No Yes No
DEMAND DRAFT REQUEST { ODD } No Yes No
DEMAND DRAFT REQUEST BENEFIGIARY ( ODB | No Yes No
DOMESTIC FUNDS TRANSFER { DTF ) No Yes No
DOMESTIC PAYMENT TRANSACTION IMPS MODE { IMP ) No Yes No
DOMESTIC PAYMENT TRANSACTION NEFT MODE { NFT } No Yes No
DOMESTIC PAYMENT TRANSACTIGN NORMAL MODE ( BPS ) No Yes No
DOMESTIC PAYMENT TRANSACTION RTGS MODE ( RTG ) No Yes No
DOMESTIC PAYMENT TRANSAGTIGN URGENT MODE ( HVP ) No Yes No
DOMESTIC TRANSFER BENEFICIARY (DTE ) No Yes No
FIXED DOMESTIC FUNDS TRANSFER { SFT ) No Yes No
INTERNAL ACCOUNT TRANSFER { ITG ) No Yes No
INTERNAL REMITTANCE BENEFICIARY (IRE ) No Yes No
INTERNAL TRANSFER BENEFICIARY { IFB } No Yes No
INTERNATIONAL ACCOUNT TRANSFER { ITR} No ves No
INTERNATIONAL DRAFT (IDT ) No Yes No
INTERNATIONAL DRAFT BENEFIGIARY { DB ) No Yes No
INTERNATIONAL TRANSFER BENEFICIARY ( ITB ) No Yes No
MODIFY PEER BENEFICIARY { MPB ) No Yes No
MODIFY STANDING INSTRUCTION [ SIM ) No Yes No
MOVE MONEY OUT { TMO ) No Yes No
MT101 TRANSFER { MT1) No Yes No
MT101 TRANSFER BENEFICIARY { MTB ) No Yes No
MULTIPLE DOMESTIC TRANSFERS { MDT ) No Yes No
MULTIPLE INTERNAL TRANSFER (MIT ] No Yes No
MULTIPLE INTERNATIONAL TRANSFER ( MIP ) No Yes No
OWN ACCOUNT TRANSFER { OAT ) No Yes No
PEER BENEFICIARY MODIFY { PRM ) No ves No
PEER BENEFICIARY REGISTRATION { PRU ) No Ves No
PEER TO PEER PAYMENTS ( FPP ) No Yes No

Field Description

Field Name Description

Transaction(s) assigned to this Role

Transaction(s) [Display]
This column displays the name of the transaction.

Allow Initiation [Display]

This column displays the accessibility of the users,
mapped to this role, for initiation of the adjacent
transaction.

Allow Authorization [Display]

This column displays the accessibility of the users,
mapped to this role, for authorization of the adjacent
transaction.

Allow View [Display]

This column displays the accessibility of the users,
mapped to this role, to view the adjacent transaction.

5. Click the OK button. The system displays the View Role screen.
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User Management

User Management
6.1 Create User

Using this option you can create a user.

To create a user
1. Logon to the Internet Banking application.

2. Navigate through the menus to User Management > Create User. The system displays
the Create User screen.

Create User - Profile

Create User - Profile 26.08-2014 12:03:54 GMIT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1 User Type: RETAIL USER - GOLD

Date of Birth™ @
Salutstion: Mr 4
First Name* Last Name*:
Address City
State:
Country:
Mobile Number™
Phone Number. Zip/Postal Code:
Fax Na: Email*:
User BTID Mapping Required: [¥/]
Limits Paciage: Seledt -

* Mandstory Fields

[ [ oonine |

Field Description

Field Name Description

S2S user flag will be displayed only on ‘Corporate’ user profile screen.

S2S User [Optional, Checkbox]
Select checkbox to create S2S functionality.
If this field is checked then, below fields will be available:

e First name
e Phone Number
e Emailid
e Limits Package - Mandatory
User BTID mapping required — Default checked
Entity [Display]
This field displays the type of entity.
User Type [Display]
This field displays the type of user.

Date of Birth [Mandatory, Pick List]
Select the date of birth of the user from the pick list.
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Salutation [Mandatory, Drop-Down]

Select the salutation of the user from the drop-down list.

The options are:
e Mr
e Mrs
e Miss
e Dr

First Name [Mandatory, Alphanumeric, 40]
Type the first name of the user.

Last Name [Mandatory, Alphanumeric, 40]
Type the last name of the user.

Address [Mandatory, Alphanumeric, 35 x 2]

Type the address of the user.

City [Optional, Alphanumeric, 26]
Type the name of the city.

State [Optional, Alphanumeric, 20]
Type the name of the state.

Country [Optional, Alphanumeric, 35]
Type the name of the country.

Phone Number [Optional, Numeric, 11]

Type the phone number of the user.

Mobile Number [Optional, Numeric,12]
Type the Mobile Number

Zip/Postal Code [Optional, Numeric, 7]
Type the zip code.

Fax No [Optional, Numeric, 11]
Type the fax number of the user.

Email [Mandatory, UNIQUE, Alphanumeric, 100]

Type the email address of the user.

Note: Email ID is UNIQUE across all user of the
application and validation is in place for the same. You
may get an error if non-unique Email ID is entered.
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Field Name Description

User [Optional, Checkbox]

E{Z(;?Ji'\rﬂe?jpping Click this if BTID mapping is required.
Limits Package [Mandatory, Dropdown]

Chose the appropriate Limits package from the drop down menu.
The options available are:

e Bulk SRK Package
o Entity 2 Package

o J1

e JDEAL1

e SRKCORP ALL

e Shail Corp Package

Enter the relevant information.

4, Click Continue. The system displays the Create User - Channel screen.

Create User - Channel

Create User - Channel 26-08-2014 12:11:58 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1 Uses Type: RETAIL USER - GOLD

Date of Birtn: 19-10-1386
Hame: Mr Jonsh Eshiol
Address: Mumbai City: Mumbai
State: MH
Country: INDIA
Mobile Number: 9820878388
Phone Numger: 9820978788 Zip/Pestal Code: 400022

Fax No: 9820887878 Email: jonah@gmail.com
Channel User Dashboard Style
[ coreet [ rorge [ Conirnie |
Field Description
Field Name Description
Channel Description [Optional, Check Box]

Select the channel to be mapped to the user.

Channel User [Mandatory, Alphanumeric, 20]
Type the channel user details.

Dashboard Style [Optional, Check Box]
Select the dashboard style from the drop-down list.
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Field Name Description

View User ID Policy [Optional, Link]
Click the link to view the user ID policy.

5. Enter the channel details.

Click the Continue button. The system displays the Create User - Customer Mappings

screen.
OR
Click the Change button to return to the previous screen to change the details entered.

OR
Click the Cancel button to cancel the user creation.

7. Click the View User ID Policy to view the user id policy.

Create User - Customer Mappings

Create User - Customer Mappings 26-08-2014 12:19:26 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1 Uses Type: RETAIL USER - GOLD

User Profile
Date of Birth: 18-10-1986
Name: Mr Jonsh Eshiol

Address: Mumbai City: Mumbsi
State: MH

Country: INDIA
Mobile Number: 9820978388

Phone Number: 9820978788 Zip/Postal Code: 400022
Fax No: 9820987878 Email: jenah@gmail.com
Limits Package: Adirstsil User BTID Mapping Required: Yas
Channel Assigned To The User
Channel Group Channel User Subscribed Channels Dashboard Style
Internet snd Mobile Banking 1Banking Internet Exten:
Customer Id Customer Type Bank Customer -

Field Description

Field Name Description

Channel Assigned To the User

Channel Group [Display]
This field displays the channel assigned to the particular user.

Channel User [Display]
This field displays the channel user.

Subscribed Channels  [Display]
This field displays the subscribed channels

Mapped Customer

Mapped Customer [Display]
This field displays the customer id of the mapped customer.
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Field Name Description

Customer Type [Display]
This field displays the customer type of the mapped customer.

Is Primary [Display]
This field displays whether the customer is primary.

8. Click Continue. The system displays the Create User - Channel Roles screen.
OR
Click Change to return to the previous screen to modify the create user.
OR
Click Cancel to cancel the create user transaction.

Create User - Channel Roles

Create User - Channel Roles 26-08-2014 14:50:21 GMT +0530
Entity: FLEXCUBE DIRECT BANKING 12 B1 User Type: RETAIL USER - GOLD
User Profile
Date of Birth: 19-10-1985
Name: Mr Jonah Eshkol
Addrass: Mumbai City: Mumbai
State: MH
Country: India
Mobile Number: 8820977878
Phone Number: 8820877878 Zip/Postal Code: 400015
Fex Mo: 8820877878 Email: johnah@gmail.com
Limits Packsge: User BTID Mapping Required: Yes
‘Channel Assigned To The User
Channel Group Channel User Subscribed Channels. Dashboard Style
Internet and Mobile Banking IBanking Internet Extensive
Mapped Customer
Wealth
Customer Id Customer Name Customer Type Is Primary e
10410878 SHAILRKADAM FLEXCUBE Direct Banking 12 B1 : Bank Customer Yes No
Default Roles —> Intermet
CUSTOMER INTERNET
Role Assigned To The User —> Internet
TESTRET
RETAIL ROLE
GAl
QAT
[ Sonine

Field Description

Field Name Description

Default Roles --> Internet [Display]
This field displays the default internet roles.

Role Assigned to the User -->  [Optional, Check Box]

Internet Select the Role check box to be assigned to the user.
Activate User [Optional, Check Box]
Select the Activate User check box to activate the
user.
9. Select the role assigned check box to assign the particular role to the user.
10. Click the Continue button. The system displays the Create User - Verify screen.
OR
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Click the Change button to return to the previous screen to modify the create user.
OR
Click the Cancel button to cancel the create user transaction.

11. Click the Role Name hyperlink to view the Role details.

Create User-Verify

Create User - Verify 26-08-2014 15:00:27 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1 Uses Type: RETAIL USER - GOLD

User Profile
Date of Birth: 19-10-1985
Name: Mr Jonah Eshkol

Address: Mumbai City: Mumbsi
State: MH
Country: Indis
Mobile Number: 8820877878
Phona Numbar: 8330577878 Zip/Postal Code: 400015
Fax No: 8820977878 Email: johnah@gmail com
Limits Package: User BTID Mzpping Requird: Yes
Change User Profile
Channel Assigned To The User
Channel Group Channel User Subscribed Channels Dashboard Style
Internat and Mobile Banking IBznking Internst Extensive
Change User Channel
Wapped Customer
Wealth
Customer Id Customer Hame Customer Type Is Primary .
10410878 SHAILRKADAM FLEXCUBE Direct Banking 12 B1 : Bank Customer Yes No
Role Assigned To The User
Role Channel
CUSTOMER INTERNET Internet
TESTRET Intemet

Change User Role
oo [ oo |

12. Click Confirm. The system displays the Create User- Confirm screen with the status
message.
OR
Click Change User Profile to change the user profile.
OR
Click Change User Channel to change the user channel.
OR
Click Change User Role to change the user role.
OR
Click Cancel to cancel the transaction.
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Create User-Confirm

! User crmsted successtully

Transadtion with reference number 128484841479501 is in Accepted state,

26-03-2014 16:00:27 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1 User Type: RETAIL USER - GOLD

User Profile
Date of Birth: 19-10-1985
Mame: Mr Jonah Eshkol
Address: Mumbai City: Mumbai
State: MH
Country: India

Makile Number: 3520977878

Phone Number: 3820977878 Zip/Postal Code: 400015
Fax No: 8820577878 Email: johnah@gmail com

Limits Packege: User BTID Mapping Required: Yes
‘Channel Assigned To The User
Channel Group Channel User Subscribed Channels Dashboard Style
Internet and Mobile Banking |Banking Internet Extensive
Mapped Customer
Customer Id Customer Name Customer Type Is Primary g“""

nabled

10410879 SHAILRKADAM FLEXCUBE Direct Banking 12 B1 : Bank Customer Yes No
Role Assigned To The User
Role Channel
CUSTOMER INTERNET Internet
TESTRET Internet

13. Click the OK button. The system displays the Create User screen.

6.2 Modify User

Using the Modify User option, corporate administrator, can modify user profiles.
Administrator can search for the required user by entering the search criteria. In case the
search criteria are not specified, the system displays all the records under the particular
user type.
To Modify a User

1. Logon to the Internet Banking application.

2. Navigate through the menus to User Management > Modify User. The system displays
the Modify User screen.

Modify User

Modify User 26-08-2014 15:06:37 GMT 40530
User Type: HELPDESK USER -
First Name: Starts With o Last Name: Starks With
User I: Staris With Emsil: Starks With
From Date: To Date: £

Field Description

Field Name  Description

User Type [Mandatory, Drop-Down]

Select the user type from the drop-down list.
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Field Name Description

First Name [Optional, Drop-Down, Alphanumeric, 18]
Select the search criteria for the first name from the drop-down list.
The options are follows:
e Starts With

e Ends With
e Equals
e Contains

The search clause helps in enhancing the search criteria by indicating the
position of the characters entered in the adjacent field.
Type the search string in the adjacent field.
For Example:
If the user selects the search criteria as Starts With and enters 1 in the
adjacent field, then the system displays all the customers' first names
starting with A.

Last Name [Optional, Drop-Down, Alphanumeric, 18]
Select the search criteria for the last name from the drop-down list.
The options are:

e Starts With

e Ends With
¢ Equals
e Contains

Type the search string in the adjacent field.
For Example:

If the user selects the search criteria as Starts With and enters E in the
adjacent field, then the system displays all the customers' last names
starting with E.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 30



User Management

Field Name Description

User Id [Optional, Drop-Down, Alphanumeric, 18]
Select the search criteria for the user ID from the drop-down list.
The options are:
e Starts With

e Ends With
e Equals
e Contains

Type the search string in the adjacent field.

For Example:

If the user selects the search criteria as Starts With and enters 1 in the

adjacent field, then the system displays all the user IDs starting with 1.
Email [Mandatory, UNIQUE, Drop-Down, Alphanumeric, 18]

Select the search criteria for the email ID from the drop-down list.

The options are:

e Starts With

e Ends With
e Equals
e Contains

Type the search string in the adjacent field.
For Example:

If the user selects the search criteria as Starts With and enters L in the
adjacent field, then the system displays all the email IDs starting with L.

Note: Email ID is UNIQUE across all user of the application and
validation is in place for the same. You may get an error if non-
unique Email ID is entered.

From Date [Optional, Pick list]
Select the created from date from the pick list for search criteria.

To Date [Optional, Pick list]

Select the created to date from the pick list for search criteria.

Enter the search criteria.

Click the Search button. The system displays the Modify User screen with the search
result.
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Modify User
User Type:
First Name:
User Id:
From Date:
Customer Id:
Search Condition:
First Name:
Entity
User Id
sshokreta
asholreta
retnew
retnew
soret
soet

RETAIL USER - GOLD
Starts With 4 ashok
Starts With

Starts With

RETAIL USER - GOLD
Starts With
FLEXCUBE DIRECT BANKING 12 B1

Hame
Wir ASHOK RETA

Wi ASHOK RETA

Mr ASHOK RETNEW

Wir ASHOK RETNEW

Mr ASHOK G ASHOKRET
Wi ASHOK G ASHOKRET

ashok

Email
gashok erscle@gmail com
gashok orade@gmail com
sshok.softinn@gmail.com
ashok softinn@gmail com
mneha1891@gmail.com

mneha1891@gmail com

Last Name: Starts With

Email: Staris With

To Date: 5]

Uses Type: RETAIL USER - GOLD

Channel
Java Applicstion Bssed Mabile
Mobile Browser

Java Application Based Mobile
Internet

Java Application Based Mobile

Mobile Browser

26-08-2014 15:10:50 GMT +0530

Field Description

Field Description

Name

User Id [Display]
This column displays the user ID.
Click the user ID to view the details of a particular user.

Name [Display]

This column displays the name of the user.

Email [Display, UNIQUE]

This column displays the email ID of the user.

Note: Email ID is UNIQUE across all user of the application and

validation is in place for the same. You may get an error if non-

unique Email ID is entered.

Channel [Display]

This column displays the banking channel through which the user performs

the transactions.
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Modify User - Profile

Modify User - Profile 26.08-2014 15:18:54 GMT +0520

Entity: FLEXCUBE DIRECT BANKING 12 B1 User Type: RETAIL USER - GOLD

Date of Birth™. 13-07-1388 [
alutati Mr
Ashaok Last Name®: rets

Gity
State:
Country
Mobile Number: 7715888078
Phone Number Zip/Pastal Code:
Fax No: Email*: gashok oracle@gmeil.com
User BTID Mpping Required: [/
Limits Package: SK Retsil Pig ALL  +  Applicable Limits

* Mandstory Fields

= S e

Field Description

Field Name Description

Entity [Display]

This field displays the type of entity.
User Type [Display]

This field displays the type of user.

Date of Birth [Mandatory, Pick List]
Select the date of birth of the user from the pick list.

Salutation [Mandatory, Drop-Down]
Select the salutation of the user from the drop-down list.
The options are:
o Mr
e Mrs
e Miss
e Dr

First Name [Mandatory, Alphanumeric, 20]
Type the first name of the user.

Last Name [Mandatory, Alphanumeric, 20]
Type the last name of the user.

Address [Mandatory, Alphanumeric, 35 x 2]
Type the address of the user.

City [Optional, Alphanumeric, 26]
Type the name of the city.

State [Optional, Alphanumeric, 20]
Type the name of the state.
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Description

Country

Phone Number

Mobile Number

Zip/Postal Code

Fax No

Email

User
BTID Mapping
Required

Limits Package

[Optional, Alphanumeric, 35]
Type the name of the country.

[Optional, Numeric, 11]
Type the phone number of the user.

[Optional, Numeric,12]
Type the Mobile Number

[Optional, Numeric, 7]
Type the zip code.

[Optional, Numeric, 11]
Type the fax number of the user.

[Mandatory, UNIQUE, Numeric, 100]
Type the email address of the user.

Note: Email ID is UNIQUE across all user of the
application and validation is in place for the same. You
may get an error if non-unique Email ID is entered.

[Optional, Checkbox]
Click this if BTID mapping is required.

[Mandatory, Dropdown]

Chose the appropriate Limits package from the drop down menu.
The options available are:

e Bulk SRK Package
e Entity 2 Package

e Jl

e JDEAL1

e SRKCORP ALL

e Shail Corp Package

Enter the relevant information.

Click the Continue button. The system displays the Modify User - Channel screen.

OR

Click the Cancel button to close the window.

OR

Click the Change button to select another user.
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Modify User - Channel

Modify User - Channel 26-08-2014 15:20:45 GMT +0530
Entity: FLEXCUBE DIRECT BANKING 12 B1 User Type: RETAIL USER - GOLD
User Profile
Date of Birth: 13-07-1988 Name: Mr Ashok rts
Address: City:
State:
Country:
Mobile Number: 7715888078
Phone Number Zip/Postal Code:
Fax No: Email: gashok aracle@gmail.com
Limits Package: SK Retail Pig ALL User BTID Mepping Required: Yes
[[]  channel Description Channel User Dashboard Style
Intemet and Mobile Banking ssnowsts Extensive View User ID Policy

[C]  intenet

Mobile Browser

Java Application Based Mobile

SMS Banking View User ID Policy
(=] SMS Banking

o [ o [ coina

8. Select the channel to be assigned to the user.

Click the Continue button. The system displays the Modify User - Customer Mappings
screen.

OR

Click the Change button to return to the previous screen to make the changes if any.

OR

Click the Cancel button to cancel the transaction

10. Click the View User id Policy link to view the user ID policy.

Modify User - Customer Mappings

Modify User - Customer Mappings 26-08-2014 15:22:48 GMT +0530

Entity. FLEXCUBE DIRECT BANKING 12 B1 Uses Type: RETAIL USER - GOLD

User Profile
Date of Birth: 18-07-1988
Name: Mr Ashok reta
Address Gity

State:
Country:
Mabile Number. 7715888078
Phone Number: Zip/Postal Code:
Fax No: Email: gashok cracle@gmail.com
Limits Package: SK Retail Prg ALL User BTID Mapping Required: Yes
Channel Assigned To The User
Channel Group Channel User Subscribed Channels
Internet and Mobile Banking asholreta Mobile Browses, Java Application Besed Mabile
Customer Id ‘Customer Type Bank Customer -
il e
Mapped Customer
Wealth
[[]  Mapped Customer Customer Name Customer Type Is Primary e
[E] 1o410a7s SHAILRKADAM FLEXCUBE Diract Banking 12 B1 : Bank Customer @ (&}
[[] 10410902 Ashak FLEXCUBE Direct Banking 12 B1 : Bank Customer @ &)
[ 10410924 Ashok G FLEXCUBE Direct Banking 12 B1 : Bank Customer @ (=]
D 10411089 RC1 FLEXCUBE Direct Banking 12 B1 : Bank Customer 7 D

I e e
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Field Name Description
Mapped Customer
Mapped Customer [Display]

Customer Name

Customer Type

Is Primary

This column displays the Mapped Customers to the user.

[Display]
This column displays the customer name.

[Display]

This column displays the type of the customer.
[Display]

This field displays whether the customer is primary.

11. Click the Continue button. The system displays the Modify User - Channel Roles

screen.
OR

Click the Change button to return to the previous screen to make changes.

OR

Click the Cancel button to cancel the transaction.
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Modify User - Channel Roles

Modify User - Channel Roles 26-08-2014 15:26:10 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1 User Type: RETAIL USER - GOLD

User Profile
Date of Birth: 18-07-1388
Name: Mr Ashak reta

Address Gity
State:
Country
Mobile Number. 7715888078
Phona Number: ZipiPostal Code:
Fax No: Email. gashok cracle@gmail.com
Limits Package: SK Retail Fig ALL User BTID Mapping Required: Yes
Channel Assigned To The User
Channel Group Channel User Subscribed Channels
Intemet and Mabile Banking sshoirets Mobile Browser, Javs Application Based Mobile
Mapped Customer
Customer Id Customer Name Customer Type Is Primary ‘é‘:::::u
10410878 SHAILRKADAN FLEXCUBE Direct Banking 12 81 : Bank Customer Ho Na
10410802 Ashok FLEXCUBE Direct Banking 12 B1 : Bank Customer Ho Na
10410924 Ashok G FLEXCUBE Direct Banking 12 B1 : Bank Customer Yes No
10411089 RC1 FLEXCUBE Direct Banking 12 81 : Bank Customer No No

Default Role Assigned To The User —> Mobile Browser
MANAGE PROFILE

Role Assigned To The User —> Mobile Browser
ASHOK RETALL ME B
APMOBILEBROWSEROLE

DIFROLE

DR RETAIL MB

SKRETAIL MOBILE ALL

AT

SETROLE

PDS RETAIL ALL

GAl

OoooooooEE

Default Role Assigned To The User —> Java Application Based Mobile

Role Assigned To The User —> Java Application Based Mobile
ASHOK RETALL APF B
NEHMOBILE.
APRETAILMOBILEROLE
SKMOBILE RETAIL ALL
APPS ROLE

APPS ROLE

OAT RETAIL ROLE

MY ROLE
ADIRETAIL_BUDGETING
OAT ERECEIFT

WP _APP ROLE
DNYANESH ERECEIFT
ROLE

RDAPP

FDS - RETAIL ALL
GANESH)

Al

GANESH

i e e <

o [ crre | o |

12. Select the role assigned check box to assign the role to the user.

13. Click the Continue button. The system displays the Modify User - Verify screen.
OR
Click the Change button to return to the previous screen to make changes.
OR
Click the Cancel button to cancel the transaction.

14. Click the Role name link to view the Role.
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Modify User - Verify

User Profile

Channel Assigned To The User
Channel Group
Internat and Mcbile Banking

Wapped Customer
Customer Id

10410878
10410802
10410824
10411062

Role Assigned To The User
Role

MANAGE PROFILE
ASHOK RETALL MB B
ASHOK RETALL AFF B

Entity: FLEXCUBE DIRECT BANKING 12 B1

Date of Birth: 18-07-1988
Hame: Mr Ashok reta
Address

Mabile Number: 7715868078
Phone Number:
Fax No:

Limits Package: SK Retail Fig ALL

Channel User

ashoireta

Customer Name

SHAILRKADAM
Ashok

Ashok G

RC1

Channel
Mobile Browser
Mobile Browser

Java Application Based Mobile

26-08-2014 15:28:52 GT +0530

User Type: RETAIL USER - GOLD

Gity
State:
Country

ZiplPostal Code:

Email: gashok aracle@gmail.com
User BTID Mapping Required: Yes

Change User Profile

Subscribed Channels
Mobile Browser, Javs Applicstion Based hobile

Change User Channel

Customer Type Is Primary Wealth

Enabled
FLEXCUBE Direct Banking 12 B1 : Bank Customer No Ho
FLEXCUBE Direct Banking 12 B1 : Bank Cusiomer No No
FLEXCUBE Direct Banking 12 B1 : Bank Customer Yes Ho
FLEXCUBE Direct Banking 12 B1 : Bank Customer No No

Change User Role

15. Click Confirm. The system displays the Modify User - Confirm screen with the status

message.
OR

Click Change Profile to modify the user profile.

OR

Click Change User Channel to modify the user channel.

OR

Click Change User Role to modify the user role.
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Modify User - Confirm

! user modified successfully

Transaction with reference number 148536821479834 is in Accepted state.

Modify User - Confirm 26-08-2014 15:28:53 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1 User Type: RETAIL USER - GOLD

User Profile
Date of Birth: 15-07-1388

Name: Mr Ashak reta

Address:

Mobile Number: 7715588073
Phone Number.

FexMo:
Limits Peckege: SK Retail Pig ALL

City:
State:

Country:

ZipiFostal Code:

Email: gashok cracie@gmail.com

User BTID Mapping Required: Yes

Channel Assigned To The User
Channel Group Channel User Subscribed Channels

Intemet and Mobile Banking ashokrets Mabile Browser, Java Application Based Mobile

Wapped Customer

Customer Id Customer Hame Customer Type Is Primary \E’::k‘:‘\!d
10410873 SHAILRKADAM FLEXCUBE Direct Banking 12 B1 : Bank Customer ™ No
10410902 Ashok FLEXCUBE Direct Banking 12 B1 : Bank Customer to No
10410824 Ashok G FLEXCUBE Direct Banking 12 B1 : Bank Customer Yes No
1041088 RC1 FLEXCUBE Direct Banking 12 B1 : Bank Customer Ho No

Role Assigned To The User

Role Channel

MANAGE PROFILE Mebile Browser
ASHOK RETALL MB B Mbile Browser
ASHOK RETALL AFF B Java Application Based Mobile

16. Click OK. The system displays the Modify User screen with the status message.

6.3 Activate User

Using this option, the corporate administrator can activate the users whose accounts may
have been deactivated due to password policy/inactivity. On valid request to activate the
user, an administrator can update the user ID status to Active. An administrator can
search for the required user by entering the search criteria. In case the search criteria are
not specified, the system displays all the records under the particular user type.

To Activate a User
1. Logon to the Internet Banking application.

2. Navigate through the menus to User Management > Activate User. The system
displays the Activate User screen.
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Activate User

Activate User 26-08-2014 15:37:23 GMT +0530
User Type: HELPDESK USER -
First Name: 'Starts with Last Name: ‘Sterts with o

User Id: Starts with Emsil: Starswith

From Date: To Date: £

Field Description

Field Name Description

User Type [Display]
This field displays the type of the user.
First Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the first name from the drop-down list.
The options are:
e Starts With

e Ends With
e Equals
e Contains

The search clause helps in enhancing the search criteria by indicating
the position of the characters entered in the adjacent field.

Type the search string in the adjacent field.
For Example: If the user selects the search criteria as Starts With
and enters A in the adjacent field, then the system displays all the
customers' first names starting with A.

Last Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the last name from the drop-down list.
The options are:

e Starts With

e Ends With
¢ Equals
e Contains

Type the search string in the adjacent field.

For Example: If the user selects the search criteria as Starts With
and enters E in the adjacent field, then the system displays all the
customers' last names starting with E.
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Field Name Description

User Id [Optional, Drop-Down, Alphanumeric, 16]
Select the search criteria for the user ID from the drop-down list.
The options are:
e Starts With

e Ends With
e Equals
e Contains

Type the search string in the adjacent field.
For Example: If the user selects the search criteria as Starts With
and enters A in the adjacent field, then the system displays all the
user IDs starting with A.

Email [Mandatory, UNIQUE, Drop-Down, Alphanumeric, 100]
Select the search criteria for the email ID from the drop-down list.
The options are:

e Starts With

e Ends With
e Equals
e Contains

Type the search string in the adjacent field.

For Example: If the user selects the search criteria as Starts With
and enters L in the adjacent field, then the system displays all the
email IDs starting with L.

Note: Email ID is UNIQUE across all user of the application
and validation is in place for the same. You may get an error
if non-unique Email ID is entered.

From Date [Optional, Pick list]
Select the created from date from the pick list for search criteria.

To Date [Optional, Pick list]
Select the created to date from the pick list for search criteria.

Enter the search criteria.

4. Click the Search button. The system displays the Activate User screen with the search
results.
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Activate User

User 1d: Starwith o

From Date:

Customer Id: Staris With .

Search Condition: Intemnet
Entity: FLEXCUBE DIRECT BANKING 12 B1

Userid Hame
RETUBS Wir DSFA FAF

|Banking Wir JONAH ESHKOL
retilusert Miss KALPITA KHOT

testdr2 s TEST123 TEST123
terts2342 s TEST234 TEST234
Asstgupt Wr VRUSHAL|I REGRESSION

Email
fdsfi@dasd.com
jehnah@gmail.com

deepak chhabra01@gmail.com
sidfh@jsdght ser

sdhig@sd sds

sastha gupta@oradle.com

26-08-2014 15:51:45 GMT +0520

Last Name: Starts with

Email: Stars with

To Date: £
User Typs: RETAIL USER - GOLD
Channel Deactivation Reason Reason
Intemet
Intemet
Intemet
Intemnet
Intemnet
Intemnet

Field Description

Field Description
Name
Entity [Display]

This field displays the name of the entity.

User [Display]
Type This field displays the type of the user.
User Id [Display]

This column displays the user ID.

Click the appropriate User Id link to view the details of a particular user.

Click the adjacent check box to select the appropriate user ID.

Name [Display]

This column displays the name of the user.

Email [Display, UNIQUE]

This column displays the email ID of the user.

Note: Email ID is UNIQUE across all user of the application and
validation is in place for the same. You may get an error if non-
unique Email ID is entered.

Channel [Display]

This column displays the banking channel through which the user performs

the transactions.

OR

Click the appropriate User Id link to view the user profile.
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Select the user Id to view the details.
OR

Click the Activate User button. The system displays the Activate User - Verify screen.

Activate User - Verify

Activate User - Verify

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

26.08-2014 16:06:55 GMT +0520

:_::l:k::g :::‘CE)NAH ESHKOL ;'::n@;mm\ com i:::l i
Corim
Click the Confirm button. The system displays the Activate User - Confirm screen with

the status message.
OR
Click the Change button to select different user for activation.

Activate User - Confirm

! ser activated successfully.
Transaction with reference number 208674141480431 is in Accepted state.
Activate User - Confirm

Entity: FLEXCUBE DIRECT BANKING 12 B1
Uses Type: RETAIL USER - GOLD

User Id Name Email Channel

1Benking Mr JONAH ESHKOL johnsh@gmail.com Intemet

26082014 16:06:55 GMT +0530

Reason

Click the OK button. The system displays the Activate User screen.

Deactivate User

Using the Deactivate User option, a corporate administrator can deactivate

users.

Deactivation of user is required due to inactivity, attachment/legal issues or on

expiry/cessation of user rights.

To Deactivate a User
Logon to the Internet Banking application.

Navigate through the menus to User Management > Deactivate User. The system
displays the Deactivate User screen.

Deactivate User

Deactivate User

User Type: HELPDESK USER -

First Name: Staris with Last Name: Starts with
Userld: Siaris with Email: Staris with

From Date: To Date: £

26-08-2014 16:08:32 GMT +0530
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Field Name Description
User Type [Display]
This field displays the type of the user.
First Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the first name from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example: If you selects the search criteria as Starts With and
enters A in the adjacent field, then the system displays all the
customer first names starting with A.
Last Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the last name from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example: If you selects the search criteria as Starts With and
enters E in the adjacent field, then the system displays all the
customer last names starting with E.
User Id [Optional, Drop-Down, Alphanumeric, 16]

Select the search criteria for the user ID from the drop-down list.
The options are:

e Starts With

e Ends With

e Equals

e Contains

Type the search string in the adjacent field.

For Example: If you selects the search criteria as Starts With and
enters 1 in the adjacent field, then the system displays all the user
ID's starting with 1.
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Field Name Description

Email [Mandatory, UNIQUE, Drop-Down, Alphanumeric, 100]
Select the search criteria for the email ID from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.

For Example: If you selects the search criteria as Starts With and
enters L in the adjacent field, then the system displays all the
email ID's starting with L.

Note: Email ID is UNIQUE across all user of the
application and validation is in place for the same. You
may get an error if non-unique Email ID is entered.

From Date [Optional, Pick list]
Select the created from date from the pick list for search criteria.

To Date [Optional, Pick list]
Select the created to date from the pick list for search criteria.

Enter the search criteria.

4, Click Search. The system displays the Deactivate User screen with the search results.
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Deactivate User

Deactivate User 26-08-2014 16:45:33 GMT +0530
User Type: Internet -
First Name: Staris with o Lest Mame: Starts with
UserId: Starswith « Emsil: Startswith +
From Date: Te Date:
Customer Id: Starts With +
Search Condition: Internet
Entity: FLEXCUBE DIRECT BAMNKING 12 B1 User Type: RETAIL USER - GOLD
User Id Hame Email Channel Activation Reason Reason
AASTHARETAILT Miss AASHU GUPTA aastha@gmail com Internet
aastharetail Miss AASTHA GUFTA aastha@gmail com Internet
AssthsRetsilB001 Mir AASTHA GUPTA sasths.qupts@oracle.com Intemet
ashuretail Miss AASTHA GUFTA aasta@oracle.com Internet
V| |Benking Mr JONAH ESHKOL johnah@gmail com Internet
KGRETAIL Miss KETKI SHAH KETKI.GUPTE@ORACLE.COM Internet
adiretail2 Mr KHUSH SHAH ADIRETAIL2 aditya x patel@oracle com Internet
kokoretail01 Mr KS MARING kokof@maring. com Internet
ksretail Mr KS MARING ks@maring.com Internet

Field Description

Field Name Description

User Id [Display]

This column displays the user ID.
Name [Display]

This column displays the name of the user.
Email [Display, UNIQUE]

This column displays the email ID of the user.

Note: Email ID is UNIQUE across all user of the
application and validation is in place for the same. You
may get an error if non-unique Email ID is entered.

Channel [Display]

This column displays the banking channel through which the user
performs the transactions.

Activation Reason  [Display]
This column displays the user activation reason.

Reason [Optional, Alphanumeric, 50]
Type the user activation reason.

5. Select the User ID check box to deactivate the user.
OR
Click the hyperlink User Id to view the user profile.

6. Click Deactivate. The system displays the Deactivate User - Verify screen.
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Deactivate User - Verify

Deactivate User - Verify 26-08-2014 16:54:12 GMT +0530
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

1Banking Mr JONAH ESHKOL johnsh@gmail.com Intarnet
7. Click the Confirm button. The system displays the Deactivate User - Confirm screen
with the status message.
OR

Click the Change button to navigate to the previous screen.

Deactivate User - Confirm

Help | Change Password | Session Summary | SHemap | Print | Logout | Guick L

l ORACLE’

Welcome, Mana Ra

_-_« Role User Management _ Customer Account Authorisations  Bulk File
CreateUser  Modify User  Activate User  DeactivateUser LockUser  UnlockUser Delete User  RevokeUser  View User

‘ O User deaclivaled successfuly.

Transaction submitted for Deactivate User having reference 185842803253349 has been Auto Authorized.
Transaction with reference number 185642803253249 is in Accepted state.

Deactivate User - Confirm 23.03-2013 15:18:56 GMT +0830
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER

Userid Name Email Channel Reason
manara Hrs MANA RA manara@gmail.com Internet
[ox |
8. Click the OK button. The system displays the Deactivate User screen.

6.5 Lock User

Using this option, a corporate administrator can lock user. Locking a user is necessitated
due to legal/regulatory directives or user access violations. If the search criterion is not
specified, then it displays all the records under the particular user type.
To Lock a User

1. Logon to the Internet Banking application.

2. Navigate through the menus to User Management > Lock User. The system displays
the Lock User screen.

Lock User

Lock User 26-08-2014 17:04:17 GMT +0530

User Typa: HELPDESK USER - Psssword Type: Login Password
First Name: Starts with . Last Name: ‘Starts with

User Id: Starts with Email: Staris with

From Date: To Date:
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Field Description

Field Name

Description

User Type

Password
Type

First Name

Last Name

User Id

[Mandatory, Drop-Down]

Select the type of the user and the channel for the search criteria from the
drop-down list.

[Optional, Dropdown]

Select the Password type to be locked.

[Optional, Drop-Down, Alphanumeric, 20]

Select the search criteria for the first name from the drop-down list.
The options are:

e Starts with
e Ends with
e Equals

e Contains

[Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the last name from the drop-down list.
The options are:

e Starts with
e Ends with
e Equals

e Contains

[Optional, Drop-Down, Alphanumeric, 16]
Select the search criteria for the user ID from the drop-down list.
The options are:

e Starts with
e Ends with
e Equals

e Contains

Type the search string in the adjacent field.
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Email [Mandatory, UNIQUE, Drop-Down, Alphanumeric, 100]
Select the search criteria for the email ID from the drop-down list.

The

From Date [Optional, Pick list]

options are:
Starts with
Ends with
Equals

Contains

Note: Email ID is UNIQUE across all user of the application and
validation is in place for the same. You may get an error if non-
unigue Email ID is entered.

Select the created from date from the pick list for search criteria.

To Date [Optional, Pick list]

Select the created to date from the pick list for search criteria.

Select the user type from the drop-down list.

Enter the search criteria

Click Search. The system displays the Lock User screen with the search results.

Lock User 26-03-2014 17:06:29 GMT +0530
User Type:  Internet Password Type: Login Password -
First Name: Stars with Last Name: "Starts with
User Id: Stanswith Email: Starts with
From Date: To Date:
Customer Id: Starts With
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Field Description

Field Name Description

Search [Display]

Condition This field displays the search criteria entered to search for the user
type.

Entity [Display]

This field displays the name of the entity.
User Type [Display]

This field displays the type of the user.
User Id [Display]

This column displays the user ID.
Name [Display]

This column displays the name of the user.
Email [Display, UNIQUE]

This column displays the email ID of the user.

Note: Email ID is UNIQUE across all user of the application
and validation is in place for the same. You may get an
error if non-unique Email ID is entered.

Channel [Display]
This column displays the banking channel through which the user
performs the transactions.

Unlock Reason [Display]
This column displays the user unlock reason.

Lock Reason [Display]
Type the user lock reason.

6. Select the User ID check box to lock the user.
OR
Click the hyperlink of the User ID to view the user profile.

7. Click Lock. The system displays the Lock User - Verify screen.

Lock User - Verify

L oA naseNT
Entity: FLEXCUBE DIRECT BANKING 12 B1
:J;:.:(::g :IEIT;NAH ESHKOL ir:::h@gmsi\ com ﬁ‘:::‘:‘ =S
[ crano- ] corim |
8. Click the Confirm button. The system displays the Lock User - Confirm screen with the

status message.
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OR
Click the Change button to select a different user for locking.

Lock User - Confirm

N User login password lodked successfully.
Tiansaction with reference number 796180141481133 is in Accepted state

Lock User - Confirm 26-08-2014 17:11:26 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1
Uses Type: RETAIL USER - GOLD

:‘::nr(::g :‘j:‘;w ESHKOL :E:::::n@gmau com ﬁ:::: —
E3
9. Click the OK button. The system displays the Lock User screen.
6.6 Unlock User
Using this option, the corporate administrator can unlock the users whose accounts may
have been locked due to some reason. The administrator can unlock the user if the
request is valid. The administrator can search for the required user by entering the
search criteria. In case the search criteria are not specified, the system displays all the
records under the particular user type.
To unlock a user
1. Log on to the Internet Banking application.
2. Navigate through the menus to Admin Transactions > Unlock User. The system
displays the Unlock User screen.
Unlock User
K SO S
mes:;(s Sterts with v TD;:E Starts with -LE

Field Description

Field Name Description

User Type [Mandatory, Drop-Down]
Select the type of user and channel for the search criteria from
the drop-down list.

Password Type [Mandatory, Drop-Down]

Select the type of password for the search criteria from the drop-
down list.
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Field Name Description

First Name [Optional, Drop-Down, Alphanumeric, 20]

Select the search criteria for the first name from the drop-down
list.

The options are:
e Starts With
e Ends With
o Equals

e Contains

Last Name [Optional, Drop-Down, Alphanumeric, 20]

Select the search criteria for the last name from the drop-down
list.

The options are:
e Starts With
e Ends With
¢ Equals

e Contains

User Id [Optional, Drop-Down, Alphanumeric, 16]
Select the search criteria for the user ID from the drop-down list.
The options are:

e Starts With
e Ends With
e Equals

e Contains

Email [Mandatory, UNIQUE, Drop-Down, Alphanumeric, 100]
Select the search criteria for the email ID from the drop-down list.
The options are:

e Starts With

e Ends With
e Equals
e Contains

Note: Email ID is UNIQUE across all user of the
application and validation is in place for the same. You
may get an error if non-unique Email ID is entered.
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Field Name Description

From Date [Optional, Pick list]

Select the created from date from the pick list for search criteria.

To Date [Optional, Pick list]

Select the created to date from the pick list for search criteria.

Select the user type from the drop-down list.

Enter the search criteria.

Click the Search button. The system displays the Unlock User screen with the search

results.

Unlock User

Unlock User

User Type:
First Name:

User I

Entity

Intermet
Starts with

Starts with .

FLEXCUBE DIRECT BANKING 12 B1

Password Type: Login Password
Last Name: Siaris with

Emsil: Startzwith -

User Type: RETAIL USER - GOLD

Lock

26-08-2014 17:17:24 GMT +0530

From Date: Te Date:
Customer Id: Starts With
Search Condition: Internet

User Id Hame Email Channel mpe LockReason  Unlock Reason
Miss AASHU GUPTA sastha@gmail.com Intemet Nommal
Miss AASTHA GUFTA sastha@oradle.com Intemet Hommal
Miss ADHIRA KOHALE sssthagupta@yshcomail.com Intemet Normal
Iir ALOK S ALOKRETB s@s.com Intemet Hormal
ir ANAND T ssd@a.sd Intemet Nommal
Iiss APARAJITA PODDARS sparajita.poddas@oradie.com Intemet Hommal
ApretailB2 ir APARAJITAA PODDARR sparajita.poddas@oradie.com Intemet Hommal
Apretaile Iirs APRETAILS PODDARS sparajita.poddar@aracle.com Intemet Normal
PUNEETRET Iir CEREBRAL ASSASSIN sbo@gmeil.com Intemet Hommal
DIPRET2 Wir DIRET2 DIFTI RETAIL2 diptirani.m@gmail.com Intemet Hormal
DBISUSER1 Wir FCDB1 FCDB1 FCDB1@gmsil.com Intemet Hommal
astt Mir GANEHS SHINDE ganehs@gmil.com Intemet Normal
geneshg ir GANEHS SHINDE ganesh@ssdf.com Intemet Hommal
asneshm Iir GANESH SHINDEMOB ganesh@fasd.com Intemet Hormal
aret Wiss GEETIKA JASSAL GRET gestisa@oradle.com Intemet Hommal
V]  |Banking r JONAH ESHIKOL jehnan@gmail.com Intemet Secure Secured locked
by Administratar
vrushaliretailz Mir VRUSHRETAIL MOBILE sbosdf@gmail.com Intemet Normal

Field Description

Field Name

Description

Search
Condition

Entity

User Type

[Display]

This field displays the type of user selected.

[Display]

This field displays the name of the entity.

[Display]

This field displays the type of user.
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Field Name Description

User Id [Display]
This column displays the user ID.
Name [Display]
This column displays the name of the user.
Email [Display, UNIQUE]
This column displays the email address of the user.

Note: Email ID is UNIQUE across all user of the application
and validation is in place for the same. You may get an
error if non-unique Email ID is entered.

Channel [Display]
This column displays the banking channel through which the user
performs the transactions.

Lock Type [Display]
This column displays the lock type.

Lock Reason [Display]
This column displays the lock reason.

Unlock Reason [Optional, Alphanumeric, 50]
Type the user unlock reason.
6. Select the User ID check box to unlock the user.

OR
Click the User ID hyperlink to view the user profile.

7. Click the Unlock User button. The system displays the Unlock User - Verify screen.

Unlock User - Verify

et e T
Entity: FLEXCUBE DIRECT BANKING 12 B1
:J;:.::g ::rr::)NAH ESHKOL .E:::::n@gmw.mm ﬁ‘:::: ::rzm R
[ charse | conim |
8. Click the Confirm button. The system displays the Unlock User - Confirm screen with
the status message.
OR

Click the Change button to unlock another user.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 54



User Management

Unlock User - Confirm

N User Iogin pessword unladved successfully.

Transaclion with reference number 167836851481335 is in Accepted state.

Unlock User - Confirm 26-08-2014 17:21:58 GMT #0530

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

:_::nrt::g ::T:)NAH ESHKOL ir:::h@gmsl\ com ::nrl‘:::‘ ;Z:l:fﬁe —
e

9. Click OK. The system displays the Unlock User screen.
6.7 Delete User

Using this option, the corporate administrator can delete users created earlier. Whenever

a user moves out or ceases to exist user profile, user can be deleted using this option. If

the search criterion is not specified, then it displays all the records under the particular

user type.

To Delete a User
1. Logon to the Internet Banking application.
2. Navigate through the menus to Admin Transactions > Delete User. The system

displays the Delete User screen.

To delete a user

Delete User

Do T e R

From szs: : T To Date: : : @

Field Description

Field Name Description

User Type [Display]
This field displays the type of the user.
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Field Name Description
First Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the first name from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example: If the user selects the search criteria as Starts With,
and enters A in the adjacent field, then the system displays all the
customer first names starting with A.
Last Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the last name from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example: If the user selects the search criteria as Starts With,
and enters E in the adjacent field, then the system displays all the
customer last names starting with E.
User Id [Optional, Drop-Down, Alphanumeric, 16]

Select the search criteria for the user ID from the drop-down list.
The options are:

e Starts With

e Ends With

e Equals

e Contains
Type the search string in the adjacent field.

For Example: If the user selects the search criteria as Starts With,
and enters 1 in the adjacent field, then the system displays all the
user IDs starting with 1
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Email

From Date

To Date

[Mandatory, UNIQUE, Drop-Down, Alphanumeric, 100]
Select the search criteria for the email ID from the drop-down list.

The options are:
e Starts With
e Ends With
e Equals

e Contains

Type the search string in the adjacent field.

Note: Email ID is UNIQUE across all user of the application
and validation is in place for the same. You may get an error

if non-unique Email ID is entered.

[Optional, Pick list]

Select the created from date from the pick list for search criteria.

[Optional, Pick list]

Select the created to date from the pick list for search criteria.

Enter the search criteria

Click Search. The system displays the Delete User screen with the search results.

Delete User 26-08-2014 17:40:48 GWT +0530
User Type:  Intemet -
First Name: Staris with Last Name: Starts with
Userld: Starts with = Emsil: Starts with
From Date: To Date:
Customer Id: Starts With
Search Conditicn: Intemet
Entity: FLEXCUBE DIRECT BANKING 12 B1 User Typs: RETAIL USER - GOLD
User Id Name Email Channel
AASTHARETAILY Miss AASHU GUPTA aastha@gmail com Intermet
aastharetsil Miss AASTHA GUFTA asstha@gmail com Intermet
El 1Benking Mr JOMAH ESHKOL johnah@gmail.com Intermet
retsilusert Miss KALPITA KHOT deepak chhabra01@gmail.com Intermet
KGRETAIL Miss KETHI SHAH KETKI.GUPTE@QORACLE.COM Internat
adiretail2 Mr KHUSH SHAH ADIRETAIL2 aditya x patel@oracle.com Intermet
kokoretail0 | Mr KS MARING koko@maring.com Internat
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User Id [Display]
This column displays the user ID

Name [Display]

This column displays the name of the user.

Email [Display, UNIQUE]

This column displays the email ID of the user.

Note: Email ID is UNIQUE across all user of the

application and validation is in place for the same. You
may get an error if non-unique Email ID is entered.

Channel [Display]

This column displays the banking channel through which the user

performs the transactions.

Select the User ID check box to delete the user.
OR
Click the User Id to view the user profile.

Click the Delete button. The system displays the Delete User - Verify screen.

Delete User - Verify

Delete User - Verify

Eniity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

User Id Hame Email
IBanking Wir JONAH ESHKOL jehnah@gmail com

26-08-2014 17:44:49 GMT +0530

Channel
Intemet

Click the Confirm button. The system displays the Delete User- Confirm screen with the

status message.
OR
Click the Change button to navigate to the previous screen.

Delete User - Confirm

' User geleted successtully
Transaction with reference number 152620221481514 is in Accepted state.
Delete User - Confirm

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

User Id Hame Email

1Bsnking lir JONAH ESHKOL jehnah@gmail.com

26-08-2014 17:44:49 GMT +0530

Intemet

Click the OK button. The system displays the Delete User screen.
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6.8 Revoke User

Using this option, the corporate administrator can revoke any user deleted earlier. If the
search criterion is not specified, then it displays all the records under the particular user
type. The administrator can revoke a user once a user is re-inducted to the system.

To Revoke a deleted User

1. Logon to the Internet Banking application.

2. Navigate through the menus to Admin Transactions > Revoke User. The system
displays the Revoke User screen.

Revoke User

Revoke User

26082014 17:51:18 GMT +0530

User Type: HELFDESK USER -
First Neme: Starts with o Last Name: Starts with

User ld: Starts with o Email: Starts with

From Date. To Date: =

Field Description

Field Name Description
User Type [Mandatory, Dropdown]

Select the user type from the drop-down list
First Name [Optional, Drop-Down, Alphanumeric, 20]

Select the search criteria for the first name from the drop-down list.
The options are:

e Starts With

e Ends With

e Equals

e Contains
The search clause helps in enhancing the search criteria by
indicating the position of the characters entered in the adjacent field.

Type the search string in the adjacent field.

For Example: If the user selects the search criteria as Starts With,
and enters A in the adjacent field, then the system displays all the
customers' first names starting with A.
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Description

Last Name

User Id

Email

[Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the last name from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.

For Example: If the user selects the search criteria as Starts With,
and enters E in the adjacent field, then the system displays all the
customers' last names starting with E.

[Optional, Drop-Down, Alphanumeric, 16]
Select the search criteria for the user ID from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.

For Example: If the user selects the search criteria as Starts With,
and enters A in the adjacent field, then the system displays all the
user IDs starting with A.

[Mandatory, UNIQUE, Drop-Down, Alphanumeric, 100]
Select the search criteria for the email ID from the drop-down list.
The options are:
e Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.

For Example: If the user selects the search criteria as Starts With,
and enters L in the adjacent field, then the system displays all the
email IDs starting with L.

Note: Email ID is UNIQUE across all user of the application
and validation is in place for the same. You may get an error
if non-unique Email ID is entered.
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Field Name Description

From Date [Optional, Pick list]
Select the created from date from the pick list for search criteria.

To Date [Optional, Pick list]
Select the created to date from the pick list for search criteria.

Enter the search criteria.

4, Click the Search button. The system displays the Revoke User screen with the search
results.

Revoke User

Revoke User 26082014 17:57:56 GMT +0530
User Type -
First Name: St - Lest Name: Startswith o
User Id: ‘Stamts with o Email: Startswith +
From Dete: To Date: £
Customer Id: ‘Sters With .
Search Condition: Intemet
Entity: FLEXCUBE DIRECT BAMKING 12 B1 User Type: RETAIL USER - GOLD
User Id Name Email Channel
sthiret Wi ABHISHEK PORWAL ABHIRET sbhi@yaha.com Internet
Fl 1Banking Wir JONAH ESHKOL johnah@gmail com Internet
Retailuser M RETAIL MASTER BCD@gmail.com Internet

Field Description

Field Description
Name
Entity [Display]

This field displays the name of the entity.

User [Display]
Type This field displays the type of the user.
User Id [Display]

This column displays the user ID.
Click the appropriate user ID link to view the details of a particular user.
Click the adjacent check box to select the appropriate user ID.
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Field Description
Name
Email [Display, UNIQUE]

This column displays the email ID of the user.

Note: Email ID is UNIQUE across all user of the application and
validation is in place for the same. You may get an error if non-

unique Email ID is entered.

Channel [Display]

This column displays the banking channel through which the user performs

the transactions.

Name [Display]
This column displays the name of the user.
5. Select the User ID check box to revoke the user.

OR
Click the User ID hyperlink to view the user profile.
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6. Click the Revoke User button. The system displays the Revoke User - Verify screen.
Revoke User - Verify
RO T Y ] e
Entity. FLEXCUBE DIRECT BANKING 12 B1
S T e
7. Click the Confirm button. The system displays the Revoke User- Confirm screen with
the status message.
OR
Click the Change button to select another user.
Revoke User - Confirm
N ser revored successtully
R K T o OO i o s anT .
Entity: FLEXCUBE DIRECT BANKING 12 B1
\L::r:(::g ::T;u;n ESHKOL JE:)':::I!@QVT\EH com ﬁ:::“:l
-
8. Click the OK button. The system displays the Revoke User screen.
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6.9 View User

This option allows the bank admin/customer admin to view the users. If the search criteria
is not specified then it displays all the records under the particular user type.
To View a User

1. Logon to the Internet Banking application.

2. Navigate through the menus to Admin Transactions > View User. The system displays
the View User screen.

View User

View User 26-08-2014 18:01:07 GMT +0530

User Type: HELPDESK USER -
First Name: Staris With o Lest Mame: Starts With
UserId: Starks With Emsil: Staris With &

From Date: To Date: [

Field Description

Field Name Description

User Type [Mandatory, Drop down]
Select the user type from the drop down.

First Name [Optional, Drop-Down, Alphanumeric, 18]
Select the search criteria for the first name from the drop-down list.
The options are:
e Starts With

e Ends With
e Equals
e Contains

Type the search string in the adjacent field.
For Example:

If the user selects the search criteria as Starts With and enters A in the
adjacent field, then the system displays all the customer first names
starting with A.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 63




User Management

Field Name Description

Last Name [Optional, Drop-Down, Alphanumeric, 18]
Select the search criteria for the last name from the drop-down list.
The options are:
e Starts With

e Ends With
e Equals
e Contains

Type the search string in the adjacent field.
For Example:
If the user selects the search criteria as Starts With and enters E in the
adjacent field, then the system displays all the customer last names
starting with E.
User Id [Optional, Drop-Down, Alphanumeric, 18]
Select the search criteria for the user ID from the drop-down list.
The options are:

e Starts With

e Ends With
e Equals
e Contains

Type the search string in the adjacent field.
For Example:

If the user selects the search criteria as Starts With and enters 1 in the
adjacent field, then the system displays all the user ID's starting with 1.
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Description

User Management

Email

From Date

To Date

[Mandatory, UNIQUE, Drop-Down, Alphanumeric, 18]
Select the search criteria for the email ID from the drop-down list.

The

Type the search string in the adjacent field.

For

options are:
Starts With
Ends With
Equals

Contains

Example:

If the user selects the search criteria as Starts With and enters L in the
adjacent field, then the system displays all the email ID's starting with L.

[Optional, Pick list]

Note: Email ID is UNIQUE across all user of the application and
validation is in place for the same. You may get an error if non-
unique Email ID is entered.

Select the created from date from the pick list for search criteria.

[Optional, Pick list]

Select the created to date from the pick list for search criteria.

Enter the search criteria.

result.

View User

Click the Search button. The system displays the View User screen with the search

View User

User Id

RETAIL1

haRetailB001
AssthaRetailB001
sastharetail

sastharetail

User Type:
First Name:

User Id:
From Date:

Customer Id:

Search Condition:
Entity

RETAIL USER - GOLD
Starts With
Starts With -

Starts With

RETAIL USER - GOLD
FLEXCUBE DIRECT BANKING 12 B1

Name
Miss AASHU GUPTA
Miss AASHU GUPTA
Miss AASHU GUPTA
Mr AASTHA GUFTA
Mr AASTHA GUFTA
Miss AASTHA GURTA
Miss AASTHA GURTA
Miss AASTHA GURTA

Email
sastha@gmail com
sastha@gmail. com
sastha@gmail com
sastha gupta@oradie com
sastha gupta@oradie com
sastha@gmail com
sastha@gmail.com

sastha@gmail com

26-08-2014 18:14:33 GMT +0530

Last Name: Starts With

Email: Starts With

To Date:

User Type: RETAIL USER - GOLD

Channel
Internet

Java Applicstion Based Mobile
Mobile Browser

Mobile Browser

Java Application Based Mobile
Internet

Mobile Browser

Java Application Based Mobile
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Field Name Description
User ID [Display]
This column displays the user ID.
Name [Display]
This column displays the name of the user.
Email [Display, UNIQUE]
This column displays the email ID of the user.
Note: Email ID is UNIQUE across all user of the
application and validation is in place for the same. You
may get an error if non-unique Email ID is entered.
Channel [Display]

This column displays the transaction operation channel.

Click the hyperlink of the User ID column to view the user details. The system displays

the View User screen with the details of the selected the user ID.
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View User

User Management

TAC Last Action Date Time:

Channel Details

Default Role(s) assigned to the user
Role

ALLCORPROLE

CORP_ROLE

ROLE FOR MORRTGAGE CORP
CORPORATE_ALL

XYZCORP

DEFAULT

PERSONLAIZED OFFERS

ROLE FOR THROPARTY

XYZ

Role(5) assigned to user

Role

ADHOC CHECKER

ADHOC MAKER

ALLS

AMIT CORPORATE

AMIT CORPORATE - ALL TRANSACTIONS
CHQROLE1

CORP ESTMNT SHAIL

CORP S| AUTH

CORPORATE Sl SUPERVISOR
CORPROLEZ

DD CORP SHAIL

ROLESPENDCORP

SHAIL MORT CALC CORP
SICORPORATE

TEST

ALLS

ALLT

CORPORATE MOBILE APPLICATION

Mapped Customer
Customer id
004000111

04-05-2012 13:36:47

Channel Channel User  Ho.QfLogins  Last Success Login
Internet MICORP 10 04-05-2012 18:13:15
Mobie Browser MICORP 0

Mobie Applcation MICORP 0

Channel
Internet

Internet

Internet

Wobie Browser
Wobie Browser
Wobie Application
Wobie Application
Wobie Application
Wobie Application

Channel
Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Internet

Wobie Browser
Wobie Application
Wobie Application

Customer Type

Number Of Failed Logins
1
0
0

FLEXCUBE DRECT BANKING-Bank Customer

View User 07-05-2042 07:45:42 GMT +0000
Entty: FLEXCUBE DIRECT BANKING 12 B1 User Type: CORPORATE USER
Channet: Internet
User Profile
Date of Birth: 03-01-1984 00:00:00
Name: Mr USER CORP
Address: 102 SW STREETS City: LONDON
State: BRITAN
Country: BRITAN
Phone Number 7576212121 Zip/Postal Code:
Fax No Emall ASW@WS COM
User BTID Wapping Required: No
Limits Package: Applicable Limits Activation Status: Yes
Terms and Conditions Accepted: Yes Terms and Conditions Decline Count 0

Login Layout Style: Missing data map entry for app A1, data name LOGIN_LAYOUT_STYLES,
data value nul, lang eng, device 01

Last Failed Login

04-05-2012 15:04:41 No
No
No

Is Primary

Yes

Login Password Lock Status

Transaction Password Lock Status

Click Back. The system displays the View User screen.

Click the Limits hyperlink to view the applicable limits to the use.
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Customer Management
7.1 Customer Profile

Using the Customer Profile option, the corporate administrator can view and modify
customer profiles of his/her own primary customer id.
To View or Modify the Customer Profile

1. Log on to the Internet Banking application.

2. Navigate through the menus to Customer Management > Customer Profile. The
system displays Customer Profile- View screen.

Customer Profile - View

Customer Profile 27-08-2014 10:38:24 GMT +0530

Customer Name:

B
[ e | e |
3. Click the Modify button. The system displays the Customer Profile - Update screen.
Field Description
Field Name Description
User Type [Display]

This field displays the type of user.

Customer Id [Optional button]
Click the revalidate button to revalidate the customer profile
details.

Customer Name [Display]

This column displays the name of the customer.

From Date [Optional, Pick list]
Select the start date from the pick list for search criteria.

To Date [Optional, Pick List]
Select the end date from the pick list for search criteria.

4. Click the Financial Information tab. The system displays the Financial information
screen.
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Customer Profile-Initiate- Financial Information

Customer Profile - Initiate 27-03-2014 11:00:18 GMIT +0530

— P

Limits Information

Customer user level daily limit: Select - Cumulative customer level daily limit * ASHOK ALL -

Forex Deal Details

Are Deals Allowed

Intermediary Bank

Allow display of intermediary bank:

For Pre Authorised Account
Type Customer Ig* Customer Hame* Account Humber® Bank Codel Swift ID* Bank Country
[T Afghanistan -

[ oo |

Field Description

Filed Name Description

Limits Information

Customer user level daily [Optional, Drop-Down]
limit Select the customer user level daily limit from the
drop-down list.

Cumulative customer level [Mandatory, Drop-Down]

daily limit Select the cumulative customer level daily limit from

the drop-down list.
Forex Deal Details

Are Deals Allowed [Optional, Check Box]

Select the Are Deals Allowed checkbox to allow
online deal booking oe using prebooked deals during
the cross currency transctions.

Allow display of intermediary [Optional, Check Box]

bank Select the Allow display of intermediary bank

checkbox to allow display of intermediary bank.
For Pre-Authorized Account

Select [Optional, Checkbox]

Select the Select check box to delete rows in pre-
authorized account setup.

Type [Mandatory, Drop-Down]
Select the channel type from the drop-down list.

Customer Id [Mandatory, Alphanumeric, 20]
Type the customer ID for the pre-authorized customer.
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Description

Customer Name

Account Number

Bank Code/Swift ID

Bank Country

[Mandatory, Alphanumeric, 40]

Type the customer name for the pre-authorized
account.

[Mandatory, Numeric, 20]

Type the external account number for the pre-
authorized account.

[Mandatory, Alphanumeric, 10]

Type the Bank Code/Swift ID for the pre-authorized
account.

[Mandatory, Drop-Down]

Select the country of operations from the drop-down
list for the pre-authorized account.

Click the Other information Tab. The system displays the other information screen.

Customer Profile-Initiate- Other Information

Customer Profile - Initiate

525 IP Address
525 IP Address

Default Alerts
Alert to Benefidiery

Customer Alerts Subsoription®: Select -

Customer Admin Information

Enable For Carporate Admin:

Humber of Allowed Users:

Beneficiary Template Information

Number of private beneficiaries allowed per user

27-08-2014 11:00:19 GMT +0530

Humber of Allowed Roles:

Number of public beneficiaries sllowed st customes
level:

Field Description

Field Name

Description

Customer Preference

Grace Period (in days)

Customer Logo

S2S IP address
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[Optional, Numeric, 15]
Type the grace period days to the profile.

[Optional, Alphanumeric, 100]

Type the path of the log file. It can be absolute path of the
file available over the Internet or the relative path in the web
server.
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Description

S2S IP address

Alerts

Alert to Beneficiary

Customer Alerts
Subscription

Customer Admin
Information

Enable For Corporate
Admin

Number of Allowed
Users

Number of Allowed
Roles

[Input,100]

Source IP address of the customer from where HTTPs
request for S2S bulk upload will be initiated.

[Optional, Checkbox]
This field will enable the alerts to be sent to the beneficiary.

[Mandatory, Drop-Down]

Select the alert to specify whether the subscription of
Customer Level Alerts are to be done in Customer Profile by
the administrator user or by the individual business user to
whom the customer ID is mapped.

Values available are:
e Customer Profile

e Business User

For Customer Profile, customer alert subscription will
be done as maintained through Customer Profile -
Update screen. For customer profile ,Customer alert
subscription cannot be done through alert registration
screen for the particular Customer Id.

[Optional, Checkbox]
Select the checkbox to add admin information.

[Conditional, Numeric, Three]
Type the number of users allowed under the profile.

This field will be enabled only if Enable for Corporate Admin
checkbox is selected.

[Optional, Alphanumeric, Three]

Type the number of allowed roles that can be created by the
corporate administrator user.

This field will be enabled only if Enable for Corporate Admin
checkbox is selected.

Beneficiary Template Information

Number of private
beneficiaries allowed
per user

[Optional, Numeric, 3]

Type the number of private beneficiaries user, the customer
can create.
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Field Name Description

Number of public [Optional, Numeric, 3]
beneficiaries allowed at

Type the number of public beneficiaries customer can have.
customer level

6. Enter the appropriate information in the required field.

Click Initiate. The system displays the Customer Profile Update — Verify screen.
OR
Click the Back button to navigate to the previous screen.

Customer Profile Update-Verify

Role Management _ User Management | Customer Management _ Account Sefup  Manage Authorisations  Bulk Management _ Fie Management _ Transaction Aciviies _ Audit Log

Customer Profile

Entity: FLEXCUBE DRECT BANKING 12 B1

User Type: CORPORATE ADMINISTRATOR FC UBS Customer Id: PA1006468
Customer Name. JCORP Autherisation Type: Nen-Seguential
=
8. Click Confirm. The system displays the Customer Profile Update — Confirm screen.

OR
Click Back button to navigate to the previous screen.

Customer Profile Update-Confirm

Role Management  User Management  Customer Management  Account Setup  Manage Authorisations  Bulk Management  File Management  Transaction Activities  Audit Log

Customer Profie

o Customer Profile Updated Successtuly
Transaction submitied for Modify Customer Profile having reference 575088237253591 has been Auto Authorized
Transaction with reference number 575068237253551 is in Accepted state.

Customer Profile Update-Confirm 23.08-2013 16:31:15 GMT +0530

Entity: FLEXCUBE DRECT BANKING 12 B1

User Type: CORPORATE ADMINISTRATOR FC UBS Customer id: PA1006468
Customer Name: JCORP Authorisation Type: Non-Sequential
[ ]
9. Click OK. The system displays the Customer Profile-View screen.
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Account Setup
8.1 Account Mapping Setup

Using the Account Mapping Setup option, a corporate administrator can define the
account transaction access rights for a user for different channels.

There are two types of access rights that can be defined for an account:
e Inquiry
e Transaction

Access can be defined for individual channels that available in the setup or for all the
channels. The account access also can be defined for each transaction available in the
system.
To setup an account

1. Logon to the Internet Banking application.

2. Navigate through the menus to Customer Management > Account Setup. The system
displays the Account Mapping Setup screen.

Account Mapping Setup

Account Mapping Setup 27-08-2014 11:25:54 GMT +0530

Setup Accounts For: | Customer Account Setup -

Uses Type:® CORPORATE USER -
Custamer Id:

Customer Name:

* Mandstory Fields

Field Description

Field Name Description

Setup Accounts For [Mandatory, Drop-Down]
Select the type of user for whom the account mapping is to
be set up.

Primary Customer

User Type [Mandatory, Drop-Down]

Select the user type from the drop-down list.

Customer ID [Optional, Alphanumeric, 20]
Type the customer ID.

Customer Name [Optional, Alphanumeric, 40]

Type the customer name.

Linked Customer

This section is enabled if you select Linked Customer Account Setup option from Setup
Accounts For drop-down list.
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Field Name Description

Entity [Mandatory, Drop-Down]
Select the entity from the drop-down list.

Customer ID [Optional, Alphanumeric, 20]
Type the customer ID.

Customer Name [Optional, Alphanumeric, 40]
Type the customer name.

User

This section is enabled if you select User Account Setup option from Setup
Accounts For drop-down list.

First Name [Optional, Drop-Down, Alphanumeric, 18]

Select the search criteria for the first name from the drop-
down list.

The options are:
e  Starts With
e Ends With
e Equals
e Contains

The search clause helps in enhancing the search criteria by
indicating the position of the characters entered in the
adjacent field.

Type the search string in the adjacent field.
For Example:
If you select the search criteria as Starts With,

and enter A in the adjacent field, then the system displays
all the customers' first names starting with A.
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Field Name Description

Last Name [Optional, Drop-Down, Alphanumeric, 18]

Select the search criteria for the last name from the drop-
down list.

The options are:
e  Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example:
If you select the search criteria as Starts With,
and enter E in the adjacent field, then the system displays
all the customers' whose last names starting with E.
User Id [Optional, Drop-Down, Alphanumeric, 18]

Select the search criteria for the user ID from the drop-
down list.

The options are:
e  Starts With
e Ends With
e Equals
e Contains

Type the search string in the adjacent field.
For Example:

If you select the search criteria as Starts With and enter 1
in the adjacent field, then the system displays all the user
IDs starting with 1.
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Field Name Description

Email [Mandatory, UNIQUE, Drop-Down, Alphanumeric, 18]
Select the search criteria for the email ID from the drop-
down list.

The options are:
e  Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.

For Example:

If you select the search criteria as Starts With and enter L
in the adjacent field, then the system displays all the email
IDs starting with L.

Note: Email ID is UNIQUE across all user of the
application and validation is in place for the same.
You may get an error if non-unique Email ID is
entered.

Enter the appropriate information in the relevant fields.

4, Click the Search button. The system displays the Account Mapping Setup screen with
the search result.

Account Mapping Setup

Account Mapping Setup 27-08-2014 11:50:20 GMT +0530

Setup Accounts For: Custemer Account Setup -

Primary Customer
User Type:* CORPORATE USER -
Customer Id:

Customes Name:

“ Mandstory Fields

Customer Id Customer Name
000003171 ABEL
00002108 OATS_HNI
00008120 NIHAR

00008121 HIDHI
10411844 PUNITHACORP

10411728 RETAIL
10411737 VRUSHCORP1
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Column Description

Column Name Description

Customer Id [Display]
This column displays the customer ID.

Customer Name [Display]
This column displays the name of the customer.

Customer Type [Display]
This column displays the type of the customer.

5. Click the option button adjacent to the user ID's.
Click the Select button. The system displays the Initiate Account Mapping Setup
screen.

7. Select the appropriate check box(es).

Initiate Account Mapping Setup

Initiate Account Mapping Setup 27-08-2014 12:17:53 GMT +0530

Primary Customer
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: GORPORATE USER
Customer Id: 10410984
Customer Name: ASHOK GURLIALA

Clidk on the Transaction Group to do the scoount mepping

e | T e W |

[l ransactions Account Humber 0 F
[ Bulk Transactions AN BCG BOD BFU BID CRD INP MXP SAL VPU
[7] T Transactions [T 1040410944010 (10410944) (001
Em““"“ﬂm"s [ 1040410944021 (10410944) (80D
B :::“T::':'::-mm [ stamic Finence (10410844) 00 1)
Loan Transactions [ Loans 10410844) (=001)
[T 5 Inquiries [ istamic Term Depesit (10410844 (2001)
] Gortract Deposis Tal [ Trade Finance (10410324} (8001)
[ inquiries
- [T Term Deposits (10410944) (B001)
[ consolidated View (10410844) @001)
[ Contract T0 (10410544) (001)
] N I I
8. Click on the Inquiries or Transactions. Various options will be available based on the

account type. Accounts and transactions available for mapping will be displayed on
clicking an option.

9. Click the check box to select the transaction.

10. Click the Submit button. The system displays the Account Mapping Setup - Verify
screen with the status message.
OR
Click the Cancel button to navigate to the previous screen.
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11.

12.

Account Mapping Setup - Verify

Account Setup

Account Mapping Setup-Verify

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER
Customer Id: 10410944
Customer Name: ASHOK GURIJALA

WMobile Application | Browser based Mobile

® Transactions Account Number AT BCQ BOD BFU BID CRD NP MXP  SAL
® Bulk Transactions 1040410944010 (10410944)
D Transections
Trade Transactions 1040410944021 (10410944)
Fund Transfar Islamic Finance (10410944)
Gredit Card Transectior
Loan Transscticns Losn= (10410544
« 0 Inguirias Islamio Term Deposit (10410844)
® Coniract Deposits Tran¢ Trade Finance {10410844)
# Inquiries Term Deposits (10410844)
Consolidated View (10410944)
Contract TD (10410944)

R

27-08-2014 12:21:23 GMT +0530

) I e [ i K T

Click the Confirm button. The system displays the Account Mapping Setup - Confirm

screen with the status message.
OR
Click the Back button to navigate to the previous screen.

Account Mapping Setup - Confirm

(o) Acoount setup cestediupdated sucoessfully

Transaction with reference number 2359722114823554 is in Accepted state.

Account Mapping Setup-Confirm

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER
Customer Id: 10410844
Customer Name: ASHOK GURIIALA

Wobile Application | Browser bessd Mobile

* Transactions Account Number AT BCG BOD BFU BID CRD NP MXP  SAL
Bulk Transactions 1040410844010 (10410844)

® TD Transactions
® Trade Transadtions 1040410944021 (10410944)
® Fund Transfer Islamic Finance (10410944)
® Credit Card Transactior Loans (10410344)
® Loan Transactions
® TD Inguiries Islamic Term Deposit (10410844)
® Contract Deposits Tran: Trade Finance (10410944)
® Inquiries Term Deposits {10410844)

Consolidsted View [10410944)
Contract TD (10410844)

27-08-2014 12:21:23 GMT +0530

Recorts 170 o] <] < Joae o [ > [ >i] x|

Click the OK button. The system displays the Account Mapping Setup screen.
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Authorization Management
9.1 Maintain User List

Using the Maintain User List option, the corporate administrator can maintain the user
list for the selected user type and entity.
To maintain a user list.

1. Logon to the Internet Banking application.

2. Navigate through the menus to Mandates > Maintain User List. The system displays
the Maintain User List screen.

Click the appropriate option button to select the customer ID.

4. Click Fetch User List. The Maintain User List screen with results appear.

Maintain User List

Maintain User List 27-08-2014 14:22:53 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1
Uses Type: CORPORATE USER
Customer Id: 10411271

Note: * ~ Intemet Ghannel. » — SMS Banking {Mobile). + - Mobile Browser, # — Mobile Application

Existing List

New List; @

Unassigned Users Assigned Users

Corporatelser = | Corporatelser + | Corporatelser # ( hiss Sarita K
MUSTUCORPO1 * | MUSTUGORPO1+ | MUSTUGORFOT #{ Mr Mt
P02 | MUSTUCORPOZ+ | MUSTUCORPOZ # { Mr My
o

| SCorporate + | SCorporate # { Miss Sarita K}
ssjeorp! = | ssjcorp! + | ssjcorpt # ( Mr Suyog Jashi )
ssjcorp2® | ssjcorp2+ | ssjcorp2 # { Mir Suyog Joshi )
ssjcorp3 * | ssjeorp3 + | ssjcorp3 # ( Mr Suyog Joshi )

Field Description

Field Name Description

Entity [Display]
This field displays the name of the entity.

User Type [Display]
This field displays the type of the user.

Customer Id [Display]
This field displays the customer ID

Existing List [Optional, Radio Button, Drop-Down]

Select the Existing List radio button to add the user to the existing
list.

Select the list name from the drop-down list.
This field is enabled if the Existing list radio button is selected.
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Field Name Description

New List [Optional, Radio Button, Alphanumeric, 15]
Select the New List radio button to enter the name of the new list.
Type the name of the new list in the adjacent field.
This field is enabled if the New list radio button is selected.

Unassigned Users  [Display]
This field displays the unassigned users.

To select multiple (consecutive) users in the list, use SHIFT plus
the Up/Down arrow keys.

To select multiple (non-consecutive) users in the list, use CTRL
plus mouse click.

Click > to move the selected users to the Assigned Users list.

User can also click >> to move all the users from the Unassigned
Users list to the Assigned Users list in a single attempt.

Assigned Users [Display]
This field displays the assigned users.

To select multiple (consecutive) users in the list, use SHIFT plus
the Up/Down arrow keys.

To select multiple (non-consecutive) users in the list, use CTRL
plus mouse click. Click < to move the selected users back to the
Unassigned Users list.

User can also click << to move all the users from the Assigned
Users list to the Assigned Users list in a single attempt.

At least one user must be selected.

5. Select the user and click the > button. The user ID is displayed in the Assigned Users
field.
OR
Select the user and click the < button. The user ID is displayed in the Unassigned Users
field.
OR
Click the >> button to view all the users in the Assighed Users field.
OR
Click the << button to clear all the users from the Assigned Users field

6. Click the Save button. The system displays the Maintain User List - Verify screen.
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Maintain User List - Verify

Maintain User List - Verify 27-08-2014 14:29:23 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1

User Type: CORPORATE USER
Customer Id: 10411271

Note: * — Intemet Channel, * — SMS Banking (Mobile), + - Mobile Browser, # - Mobile Application

Existing List

New List: (@) Newlist

Userid Name

SCorporate!01:SCorporate!42:SCorporate!42
Miss Sarita K

| 5o ] Corfim |

7. Click the Confirm button. The system displays the Maintain User List - Confirm screen
with the status message.
OR
Click the Back button to navigate to the previous screen.

Maintain User List - Confirm

N User list created successiully.

Transaction with reference number 109204771484294 is in Accepted state,

Maintain User List - Confirm 27-08-2014 14:29:23 GMT +0530

Entity: FLEXCUBE DIRECT BAMKING 12 B1
User Type: CORPORATE USER
Customer Id: 10411271

Note: * — Internet Ghannel. » — SIS Banking (Mabile). +— Mobile Browser. # ~ Mobile Application

Existing List

New List: @ Newlist

User Id Hame

Miss Sarita K

8. Click the OK button. The system displays the Maintain User List screen.
9.2 Manage Rules

Using the Manage Rules option, the corporate administrator can manage the
authorisation rules.
To manage arule

1. Logon to the Internet Banking application.

2. Navigate through the menus to Mandates > Manage Rule. The system displays the
Manage Rules screen.
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Manage Rules

Manage Rules 27-08-2014 14:31:48 GMT +0530

User Type:  ADMINISTRATOR -

View oy

Field Description

Field Name Description

User Type [Display]
This field displays the user type for which the rule is to be created.

Click the appropriate option button to select the customer ID.

4, Click the View/ Modify button. The system displays the Manage Rules screen with the
search result.
OR
Click the Create button. The system displays the Manage Rules - Create screen.

5. Enter the appropriate information the relevant fields.

Manage Rules

Manage Rules 27-08-2014 14:34:09 GMT 40530

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER
Customer 1d: 10411271

Rule ID generated by the application
Note: * ~ Intemet Channel, » — SMS Banking (Mobile), + ~ Mobile Browser, # — Mobile Application

Define Rule:
Maker: SCorporate * | SCoporate + | SCorporate # -

1 10411271 o

Brsnch: All - Account ID: Al -
Gumency: Pound Sterling(GBF) v
Amt From®: 1 Am To*: 999999995959999

Authorisstion Required:

Field Description

Field Name Description

Define Rule

Maker [Optional, Drop-Down]
Select the maker user from the drop-down list.
If no maker user ID is specified, then this rule is applied to all
the users for the selected corporate ID.

Customer Id [Optional, Drop-Down]

Select the customer ID from the drop-down list.
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Description

Transaction

Branch

Account ID

Currency

Amt From

Amt To

Authorization
Required

List ID

Enter the relevant details.

OR

[Optional, Drop-Down]
Select the type of transaction from the drop-down list.

[Optional, Drop-Down]

Select the branch from the drop-down list.

The drop-down lists all the branches where the linked
accounts are opened.

[Optional, Drop-Down]

Select the account ID from the drop-down list.

[Mandatory, Drop-Down]

Select the currency from the drop-down list in which the
authorization limit is to be defined.

[Mandatory, Numeric, 11]

Type the minimum transaction amount.

Enter this amount, if amount-based authorisation criterion is to
be set.

[Mandatory, Numeric,11]

Type the maximum transaction amount.

Enter this amount, if amount-based authorisation criterion is to
be set.

[Optional, Check Box]

Select the Authorization Required check box to set the rule
for authorization.

[Conditional, Drop-Down]

Select the list ID from the drop-down list.

This field is displayed if you select the Authorization
Required check box.

A total of five authorizers for authorization of the selected
transaction can be defined

Click the Create button. The system displays the Manage Rules - Verify screen.

Click the Back button to return to the previous screen.

User Manual Oracle FLEXCUBE Direct Banking Core - Corporate Admin 83



Manage Rules - Verify

Authorization Management

Manage Rules - Verify

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER
Customer d: 10411271

Note: * — Internet Channel, » — SMS Banking (Mobile). + ~ Mobile Browser, # — Mobile Application

Define Rule
Msker: SComporste * | SCorporate + | SCorporate #
Customer Id: 10411271
Branch: All
Gumency: Pound Sterling
Amt From: 1

Authorisstion Required

27-08-2014 14:42:32 GMT +0530

Transadiion: All

Acsount ID: All

Amt To: 599998599599599

Click the Confirm button. The system displays the Manage Rules - Confirm screen with

the status message.
OR
Click the Back button to navigate to the previous screen.

Manage Rules - Confirm

W/ Rule Creation Successful

Transaction with reference number 562108971484548 is in Accepted state.

Manage Rules - Confirm

Entity: FLEXCUBE DIRECT BANKING 12 B1
Uses Type: CORPCRATE USER
Custemer Id: 10411271

Note: * — Intemet Channel, & — SMS Banking (Mabile), + — Mobile Browser, # — Mobile Application

Define Rule
Msker: SCorporate * | SCorporste + | SCorporate #
Customer I: 10411271
Branch: All
Cumency: Pound Sterling
Amt From: 1

Authorisation Required

27-08-2014 14:43:32 GMT 0530

Transaction: All

Account ID: All

Amt To: 999999999599959

Creste Anther

Click the Create Another Rule button to create another rule.

OR

Click the OK button. The system displays the Manage Rules screen.

Manage Rules (Modify)

Manage Rules

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER
Customer Id: 10411271

Note: * — Intemet Channel, * — SMS Banking (Mobile), + — Mobile Browser, # — Mabile Application

Wanage Rules - View
Search Al rles:
Speciy Criteria and Search: @
Wsker SCorporate = | SCorporate + | SCorporate # -
Customer ld: 10411271 o
Transaction: All -
Brsnch: All -
Gumency: Pound Sterling(GBF) v
Amt From®: 1

Authorisstion Required

27.08-2014 14:49:58 GMIT +0530

Account ID: “All -

Amt To*: 599999999599998
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Description

Manage Rules- View

Search All Rules

Specify Criteria and Search

Maker

Customer Id

Transaction

Branch

Account ID

Currency

Amt From

Amt To

Authorization Required

[Optional, Radio Button]
Click the option button to search all rules.

[Optional, Radio Button]
Click the option button to search by a specific criteria.

[Optional, Drop-Down]

Select the maker user from the drop-down list.

If no maker user ID is specified, then this rule is applied
to all the users for the selected corporate ID.

[Optional, Drop-Down]

Select the customer ID from the drop-down list.

[Mandatory, Drop-Down]
Select the type of transaction from the drop-down list.

[Optional, Drop-Down]

Select the branch from the drop-down list.

The drop-down lists all the branches where the linked
accounts are opened.

[Optional, Drop-Down]

Select the account ID from the drop-down list.

[Mandatory, Drop-Down]

Select the currency from the drop-down list in which the
authorization limit is to be defined.

[Optional, Numeric, 11]

Type the minimum transaction amount.

Enter this amount, if amount-based authorisation criterion
is to be set.

[Optional, Numeric,11]

Type the maximum transaction amount.

Enter this amount, if amount-based authorisation criterion
is to be set.

[Optional, Check Box]

Select the Authorization Required check box to set the
rule for authorization.
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Field Name Description

List ID [Conditional, Drop-Down]
Select the list ID from the drop-down list.

This field is displayed if you select the Authorization
Required check box.

A total of five authorizers for authorization of the selected
transaction can be defined

10. Enter the relevant details.
11. Click the Search button. The system displays the Manage Rules Search screen.
OR

Click the Back button to return to the previous screen.
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Manage Rules Search

Manage Rules 27-08-2014 14:58:22 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER
Customer Id: 10411271

Mote: * - Internet Channel, # — SMS Banking (Mabile], + — Mobile Browses, # — Mobile Application

Manage Rules - View
Search All rules:
Specify Griteria and Search: @
Maker, SCorporste = | SCorporste + | SCorporste # -
Customer Id: 10411271 o
Transaction: All -
Branch: All - Account ID: Al -
Cunency: Pound Stering(GBP) +
Amt From™. 1,00 Amt To": 999999595999959.00

Autharisation Required: [

Listof Rules
[] Rule D Maker Transaction Customerid Branch AccountlD Currency Amt From AmtTo Authorisation Required  ListiD ListiD ListiD ListlD ListiD
[F] 22791 SCorporste * | SCorporate + | SCorporate # All 10411271 All All Pound Sterling(GBP) 1.00 939,939,939,999,999.00 False

Click the Rule Id link to view the details and modify the rule

OR

Select the check box of Rule ID and click the delete button. The system displays the
verify and confirm screen for delete.

Change the details of the Manage rules and click the modify button, the system displays
the Manage Rules Verify screen.

OR

Click the Back button to return to the previous screen.

Manage Rules - Verify

Delete Mandate Setup - Verify 27.08-2014 15:00:33 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1

User Type: CORPORATE USER
Customer Id: 10411271

Note: * — Intemet Channel, * — SMS Banking (Mobile), + — Mobile Browser, # — Mabile Application

List of Rules
Rule N ion CUSIOMEr _ Account A Authorisation List List List List List
) aker ransaction |, ranch p, UITENCY from AMETE Required D D D D D
22791 SCorporate: Al 104112710 AL Al Pound 100 599,999,999,999,989.00 False

“ | SCorporate Sterling

+ | SCorporate#

e

Click the Confirm button. The system displays the Manage Rules - Confirm screen with
the status message.

OR

Click the Back button to navigate to the previous screen.
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Manage Rules - Confirm

' Rule Delstion Successful.

Transaction with reference number 312059431484867 is in Accepted state,

Delete Mandate Setup - Confirm 27-08-2014 15:00:33 GMT #0530
Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER
Customer Id: 10411271

Note: * - Intemet Channel, * ~ SMS Banking (Mabile), + - Mobile Browser, # - Mogile Application

List of Rules.
Rule Customer Account Amt Authorisation List List List List List
o Maker Transaction | Branch | - Currency [ AmtTo Required = SEES
22791 SComporate Al 10411271 AL ANl Pound 100 989,959,599,999,.399.00 False

* | SCorporate Sterling

+ | SCorporste #

15. Click the Modify Another button to Modify another rule.
OR

Click the OK button. The system displays the Manage Rules screen.
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10. Bulk Management
10.1 Bulk Registration

This option allows you to register for bulk file upload. Using this option you can access
the Bulk file templates to view and assign. You can also view the list of bulk registration
created on earlier occasions.
For Bulk Registration:

1. Navigate through Bulk Management > Bulk Registration.

2. Click Search. The Bulk Registration screen appears with search results.

Bulk Registration

Bulk Registration 27-08-2014 15:06:42 GIT +0530
Entity: FLEXCUBE DIRECT BANKING 12B1 +
Customer Id:

Customer Id Customer Description

O 00008444 MRD1
00008111 00008111
001003289 Gapital One
00008277 DAVID BOON
00008211 SI_CUST_001
00008225 ABN AMRO BANK
001003047 Dustin
00008524 STEST1
00100094 WILLIAMS
10410879 SHAILRKADAM
10410917 SUAWKE CORP
10410948 Shraddha
10410947 PRADNYA PANCHAL
11710360 FCIS3
10411105 dnyanesh corp2
00008198 PICUSTT
10411371 SAURABH CORP1
10410927 RD
10410928 RSD
FI100001 TRANSCTION_RESTRICT1

=

Field Description

Field Name Description

Entity [Mandatory, Drop-Down]
Select the entity from the drop-down list.

Customer Id [Mandatory, Alphanumeric, 20]
Type the customer ID.

Customer Id [Display]
This column displays the customer ID.

Customer [Display]

Description This column displays the customer name.

Customer details
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Field Name Description

Bulk identifier [Display]
This column displays the Bulk identifier.

Bulk Description [Display]
This column displays the Bulk description.

Date of Creation [Display]
This column displays the date of creation of bulk Registration.

3. Click the New Bulk Registration button. The system displays the New Bulk
Registration screen.
OR
Click the Cancel button to navigate to the previous screen.
OR
Click the Edit link to make changes in the bulk registration.
OR
Click the Bulk Identifier Hyperlink to view the details of the Bulk registration.

New Bulk Registration

New Bulk Registration 27-08-2014 15:14:39 GMT 40530

Entity. FLEXCUBE DIRECT BANKING 12 B1
Customer |9 00008244

Custemer Description: MRD1

£ Reference Entities

Entity: [Third Party Entity

= General

Bulk Identifier.* Bulk Desaription:*

Transaction Type: Bulk Credit Card Payments o Payment Type: Nen Financial -

&=l Authorization Limit And Authorization

Authorization® File o
£ Bulk Tech Info:
Processor® Default Processor Pre Processor Default Pre Processor 4
Bulk File Template:* 0021 - Deorypt Processor:* No Enayption No Chede Sum

Advice Required

=l Email Advice

Email Advice Required:”

E 525 Functionality
525 Required 828 Mode: | hogt To Host - HTTPs Request
Destination Path:

£ Step Information {Details)

Desecription: Mobile No. Email:

Received

Deaypt

Fre Process (Validate and Enrich)

Authorization

Processing (Transaction Processing)

Response Generation

Completed

HNote:-Mabile N and Email fields acospts comma as @ separator

* Mandatory Fields

I
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Field Name Description
Entity [Display]

This field displays the name of the Entity.
Customer Id [Display]

This field displays the customer ID.
Customer [Display]
Description This field displays the description of the Customer.
General

Bulk Identifier

Bulk Description

Payment Type

Transaction
Type

[Mandatory, Alphanumeric, 10]
Type the bulk type code for the selected customer ID

[Mandatory, Alphanumeric, 50]
Type the bulk type description for the selected customer ID

[Optional, Drop-Down]
Select the payment type from the drop-down list.
The options are:

e Single Debit Single Credit

It is an accounting entry type at the host system.

[Optional, Drop-Down]
Select the transaction type from the drop-down list.

Authorization Limit and Authorization

Authorization

Bulk Tech Info

Processor

[Optional, Drop-Down]
Select the authorization criteria from the drop-down list.
The options are:

. File

. Record

[Optional, Drop-Down]
Select the processor from the drop-down list.

The options are:

. Default Processor
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Field Name Description
Preprocessor [Optional, Drop-Down]

Select the preprocessor from the drop-down list.
Bulk File [Optional, Drop-Down]
Template Select the bulk file template from the drop-down list.
Decrypt [Optional, Dropdown]
Processor

Advice Required

Email Advice

Email Advice

S2S Functionality

S2S Required

S2S Mode

Select the type of Encryption from the dropdown.
The Options are:

e No checksum and No Encryption
e  Both checksum and Encryption
e  Checksum encryption

e  Encryption only

e  Both checksum and Encryption

e  Password Based Encryption

Note: Default available value is No Checksum and No
Encryption. Functionality for other values need to be
customized.

[Optional, Check Box]
Select the check box to indicate that advice is required.

[Optional, Check Box]
Select the check box to indicate the email advice is required.

[Optional, Check Box]
Select the check box to indicate that S2S is required.

[Conditional, Radio Button]
Select the option button to indicate the S2S mode.
The options are:
e Host To Host
e HTTPs Request
To enable this field, select the S2S Required check box.
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Field Name Description

Destination Path [Conditional, Alphanumeric, 350]
Type the destination path.
To enable this field, select the S2S Required check box.

Step information Details

Description [Optional, Check box]

Select the Description check box to select the description.

Mobile Number [Optional, Numeric,12]
Type the Mobile Number

Email [Mandatory, UNIQUE, Alphanumeric,100]
Type the Email ID of the Customer.

Note: Email ID is UNIQUE across all user of the

application and validation is in place for the same.

You may get an error if non-unique Email ID is
entered.

4, Click the Next button. The system displays the Bulk Registration - Verify screen.
OR
Click the Cancel button to navigate to the previous screen.
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Welcome, Mana Ra

Role Management _User Management _ Customer Management  Account Selup _ Manage Authorisations

Bulk Registration  User BTID Map

Entity: FLEXCUBE Direct Banking 12 B1
Customer Id: PA1006458
Customer Description: JCORP

[ R
Entity:

Buk ldenttisr. SDSCSVINF
Payment Type: Single Debit Single Credit

| B Authorization Limit And Authorization

Authorization: File

=
Frocessor: Default Processor
Pre Processor: Default Pre Processor
Bulk File Template: BULK_FILE_TEMPLATE_CSY
Decrypt Processor: No Encryption No Check Sum

-n-niun (Details)

Description: Mobile No.:
Received

Pre Process Validate and Enrich

Authorization

Processing Transaction Processing

Response Generation

Completed

Bulk Management

Help | Change Password | Session Summary | Sitemap | Print | Logout | [T TSI E

Buk Management | _File Management _ Transaction Activiies At Log

Bulk Description: SDSC CSV INTERNAL FILE
Transaction Type: Bulk internal Transfer

m

Email:

Click the Confirm button. The system displays the Bulk Registration - Confirm screen

with the status message OR

Click the Cancel button to navigate to the previous screen.
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Bulk Registration - Confirm

Help | Change Password | Session Summary | Sitemap | Print | Logout | [T TSI E

Welcome, Mana Ra

Role Management _User Management _ Customer Management  Account Setup  Manage Authorisations " Bulk Management _File Management _ Transaclion Acliviies _ Audit Log
Bulk Registration  User BTID Map

° Transaction submitted for Bulk Registration having reference 583053166253694 has been Auto Authorized. 7
Transaction with reference number §83053166253694 is In Accepted state.

Bulk Registration-Confirm 23-08-2013 17:38:46 GMT +0530
Entity: FLEXCUBE Direct Banking 12 B1
Customer Id: PA1006468
Customer Description JCORP

Entity
Bulk kdentifier: SDSCSVINF Bulk Description: SDSC CSV INTERNAL FILE
Payment Type: Single Debit Single Credit Transaction Type: Bulk internal Transfer =

| Bl Authorization Limit And Authorization

Authorization: File

EEEE-
Processor: Default Processor
Pre Processor: Defaut Pre Processor
Bulk File Template: BULK_FILE_TEMPLATE_CSV
Decrypt Processor: No Encryptien No Check Sum

m

5 iepinformaton et
Description: Mobile Ho.: Email:
Received
Pre Process Validate and Enrich
Authorization
Processing Transaction Processing
Response Generation
Completed

Register a new Bulk ID m

Click the Register a New Bulk ID button. The system displays the Bulk Registration
screen

OR

Click the Ok button to return to the Bulk Registration Screen.

Bulk Registration Modify

Help | Change Password | Session Summary | Stemap | Print | Logout | GE0FIEFTIE S|
Welcome, Mana Ra

Role Management _ User Management _ Customer Management _Account Sefup  Manage Authorisations "~ Bulk Management _File Management _ Transaction Activiies _ Audit Log

Bulk Registration ~ User BTID Map

Entity: FLEXCUBE Direct Banking 12 B1
Customer kd: PA1006468
Customer Description: JCORP

Bulk Identifier Bulk Description Date of Creation
SDSCSVINE SDSC CSV INTERNAL FILE 23-08-2013 17:38:42 Edit
SDSCSVRIN SDSC RECORD INTERNAL CSV 08-07-2013 16:20:12 Edit

Hew Bulk Registration

Click the Edit link to edit the bulk registration. The system displays the Edit Bulk
Registration screen.
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Edit Bulk Registration

Help | Change Password | Session Summary | Sitemap | Print | Logout | [TEE =

Welcome, Mana Ra

Role Management  User Management  Customer Management  Account Setup  Manage Authorisations  Bulk Management _File Management  Transaction Activities  Audit Log
Buk Registration  User BTID Map

Country Code: FLEXCUBE Direct Banking 12 61
Customer Id: PA1006468
Customer Description: JCORP

Jeg uoneuioyuy

[ - oceETD
Entity: Ho Reference Entity Mapped.
Buk ldentifier” SISCSVINF Bulk Description:* [SDsC CSW INTERMAL FILE

Transacton Type Payment Type
| Bl Authorization Limit And Authorization
Authorization
[ =
Bk e Tenste UL rLE_TeUPLATE oV [3] Decopt rscesor nEncypion o Creck s [3]
EET——r—
Description: Mobile No.: Emails
] Received [ | [ |
Deorypt \ | [ |
& Pre Process (Validate and Enrich) ‘ ‘ | |
] Authorization [ | [ |
(] Processing (Transaction Processing) I | [ ]
Response Generation [ | [ |
] Completed [ | [ |

Note:-lobile No and Email fields accepts comma as a separator.

8. Enter the required changes

Click the Submit button. The system displays the Edit Bulk Registration-verify screen.
OR
Click the Cancel button to cancel the transaction.
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Edit Bulk Registration- Verify

Help | Change Password | Session Summary | Sitemap | Print | Logout | [T TSI E

Welcome, Mana Ra

Role Management _User Management _ Customer Management  Account Setup  Manage Authorisations " Bulk Management _File Management _ Transaclion Acliviies _ Audit Log
Bulk Registration  User BTID Map

Edit Bulk Registration-Verify

Entity: FLEXCUBE Direct Banking 12 B1
Customer Id: PA1006458
Customer Description: JCORP

B

Entity: No Reference Enity Mapped.

Buk ldenttisr. SDSCSVINF Bulk Description: SDSC CSV INTERNAL FILE
Payment Type: Single Debit Single Credit Transaction Type: Bulk internal Transfer

| B Authorization Limit And Authorization

Authorization: File

=
Frocessor: Default Processor
Pre Processor: Default Pre Processor
Bulk File Template: BULK_FILE_TEMPLATE_CSY
Decrypt Processor: No Encryption No Check Sum

m

5 Sep tormaton e
Description: Mobile No.: Email:
Received
Pre Process Validate and Enrich
Authorization
Processing Transaction Processing
Response Generation
Completed

iavascriptvoid(0)

10. Click the Confirm button to confirm the transaction
OR
Click the Cancel button to cancel the editing.
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Edit Bulk Registration- Confirm

Help | Change Password | Session Summary | Sitemap | Print | Logout | [T TSI E

age Authorisations ~ Buk Management _File Managemes Transaction Acliviies  Audit Log

0 Transaction submitted for Bulk Registration having refersnce 125262102253707 has been Auto Authorized |
Transaction with reference number 135262102253707 is In Accepted state.

Edit Bulk Registration-Confirm 23-08-2013 17:45:42 GMT +0530

Entity: FLEXCUBE Direct Banking 12 B1
Customer Id: PA1006453
Customer Description JCORP

E) Reference Entities
Entity: No Reference Enity Mapped
B General

Bulk kdentifier: SDSCSVINF Buk Description: SDSC CSV NTERNAL FILE
Payment Type: Single Debit Single Credit Transaction Type: Bulk internal Transfer

i

E] Authorization Limit And Authorization

Authorization: File

El Bulk Tech Info

Processor: Default Processor
Pre Processor: Default Pre Processor

Bulk File Template: BULK_FILE_TEMPLATE_CSV

Decrypt Processor: No Encryption No Check Sum

I

B Step Information (Details)

Description: Mobile Ho.: Email:
Received

Pre Process Validate and Enrich

Authorization

Processing Transaction Processing

Response Generation

Completed

iavascript:void(0) -

Click the OK button to return to the Bulk Registration screen.

User BTID Map

Using this option you are allowed to assign the bulk file template. In addition it allows
setting up of the sensitive data check. Mapping of BTID is a mandatory step for you to
enable the step of uploading the file. You can map only bulk file templates which are
mapped to the primary customer ID.

For Bulk Registration:

Navigate through Bulk Management > User BTID Map.

Note: If the User BTID Mapping required check box in User Profile is not selected, you
would not be available in this transaction. All the Bulk Types mapped to the customer in
Bulk Registration would be available by default. This option allows you to map/un map
the bulk transaction ID's.
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User BTID Map

User BTID Map 27-08-2014 16:47:21 GMT +0530

Starts With Lest Name:  Starts With
User Id: Starts With o Emsil: Starts With &

Customer I9: Staris With +

From Date: To Date:

Field Description

Field Name Description

User Type [Mandatory, Drop-Down]
Select the user type from the drop-down list.

First Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the first name from the drop-down list.
The options are:
e  Starts With
e  Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example:
If you select the search criteria as Starts With and enter A in the
adjacent field, then the system displays all the customer first names
starting with A.
Last Name [Optional, Drop-Down, Alphanumeric, 20]
Select the search criteria for the last name from the drop-down list.
The options are:

. Starts With
. Ends With
e Equals

e Contains
Type the search string in the adjacent field.
For Example:

If you select the search criteria as Starts With and enter E in the
adjacent field, then the system displays all the customer last names
starting with E.
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Field Name Description
User Id [Optional, Drop-Down, Alphanumeric, 16]
Select the search criteria for the user ID from the drop-down list.
The options are:
e  Starts With
e  Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example:
If you select the search criteria as Starts With and enter 1 in the
:ildjacent field, then the system displays all the user ID's starting with
Email [Mandatory, UNIQUE, Drop-Down, Alphanumeric, 100]

Select the search criteria for the email ID from the drop-down list.
The options are:
e  Starts With
e Ends With
e Equals
e Contains
Type the search string in the adjacent field.
For Example:

If you select the search criteria as Starts With and enter L in the
adjacent field, then the system displays all the email ID's starting
with L.

Note: Email ID is UNIQUE across all user of the application
and validation is in place for the same. You may get an
error if non-unique Email ID is entered.
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Field Name Description

Customer Id [Optional, Drop-Down, Alphanumeric, 20]

Select the search criteria for the customer ID from the drop-down
list.

The options are:

e  Starts With

e Ends With

e Equals

e Contains
Type the search string in the adjacent field.
For Example:

If you select the search criteria as Starts With and enter L in the
adjacent field, then the system displays all the customer ID's starting
with L.

From Date [Optional, Date Picker]

Select the from date for date range for the search criteria

To Date [Optional, Date Picker]
Select the to date for date range for the search criteria

2. Enter the relevant information for the search criteria.
3. Click the Search button. The system displays the User BTID Map screen with the search
result.
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User BTID Map

User Id
AASTHARETAILT
AASTHARETAIL1
AASTHARETAIL1
AssthaRetailB001
aastharetail

sshuretail

sestharetail
AssthaRetsilB001
AssthaRetsilB001
112233

sshuretail

‘ashuretail
‘gastharetail
AASTHARETAIL
AASTHARETAIL
AASTHARETAIL
DINESH1
DINESH1
DINESH1
asestharetailnew
zdhirsk
‘sastharetailnew
sdhirak

sdhirak

sestharstailnew

User Type:
First Name:

User Id:
Customer Id

From Date:

Search Gondition
Entity:

User Typs:

RETAIL USER - GOLD -
Stars With o Last Name: Starls With
Starts With - Email: Starts With «
Starts With o

B To Date:

RETAIL USER - GOLD
FLEXCUBE DIRECT BANKING 12 B1
RETAIL USER - GOLD

User Description Email
MissAASHU GUPTA
Miss,AASHU GUPTA

Miss, AASHU GUPTA
MrAASTHA GUPTA

Miss AASTHA GUPTA
Miss.AASTHA GUPTA
Miss. AASTHA GUPTA
Mr.AASTHA GUPTA
MrAASTHA GUPTA

Miss AASTHA GUPTA
Miss. AASTHA GUPTA
Miss AASTHA GUPTA
Miss AASTHA GUPTA
MissAASTHA GUPTA
MissAASTHA GUPTA
Miss, AASTHA GUPTA
Mr.ABHISHEK ABHISHEK
Mr, ABHISHEK ABHISHEK
M, ABHISHEK ABHISHEK

asstha@gmail. com
asstha@gmail com
asstha@gmsil com

aastha gupta@oradie com
aastha@gmail com
assta@oracle.com
asstha@gmail.com

asstha gupta@cracie.com
asstha.gupta@oracie.com
assta@oracle com
assta@oracle.com
assta@oracle com
asstha@gmail com
asstha@oracie.com
asstha@oracle com
asstha@oracls com
ABHISHEK@ORACLE GOM
ABHISHEK@ORACLE GOM
ABHISHEK@ORACLE.COM

Miss ADHIRA KCHALE asstha. gupta@oracie.com
Miss,ADHIRA KOHALE assthagupts@yshoomsil com
Miss ADHIRA KOHALE asstha gupta@cracie.com
MissADHIRA KOHALE aasthagupta@yahoomail com
MissADHIRA KOHALE aasthagupta@yahoomail.com
Miss ADHIRA KOHALE asstha. gupta@oracie.com

Miss:ADITI JAWALGIKAR
MissADITI JAWALGIKAR

adj2@gmail.com
adj2@gmail.com

Channel
Java Application Based Mogile
Mobile Browser

Intermet

Java Application Based Mobile
Intemet

Wcbile Browser

Mobile Browser

Mabile Browser

Intermet

SMS Banking

Java Application Based Mobile
Intemet

Java Application Based Mobile
Mcbile Browser

Intemet

Java Application Based Mobile
Mobile Browser

Intemet

Java Application Based Mobile
Intemet

Intemet

Mabile Browser

Mobile Browser

Java Application Based Mobile
Java Application Based Mobile
Intemet

Mekile Browser

19-02-2014 14:27:08 GMT +0530

Field Description

Field Name

Description

Search Condition

Entity

User Type

User Details

User Id

User Description

[Display]
This field displays the search condition.

[Display]
This field displays the entity.

[Display]
This field displays the user type.

[Display]
This field displays the user ID.

[Display]
This field displays the user description.
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Field Name Description

Email [Display, UNIQUE]
This field displays the user's email address.

Note: Email ID is UNIQUE across all user of the
application and validation is in place for the
same. You may get an error if non-unique Emalil
ID is entered.

Channel [Display]
This field displays the user channel.

4, Click the link below the User Id column. The system displays the User BTID Map screen.

User BTID Map

User BTID Map 19-08-2014 14:36:45 GMT +0530

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD

User Details:
User Id: AASTHARETAILY Meme: Miss AASHU GUPTA
Email:

Do you wantto @ Map BTID Unmap BTID

=
BTID's to be mapped
Bulk Identifier Bulk Description Sensitive Data Check
MDMCDRCSV MDMC_DM_REC_CSV
SDSCDFCSV SDSC_DM_F_CsV

Field Description

Field Name Description

Do you want to [Mandatory, Radio Button]

Click the appropriate radio button to map/un map the
BTID.

Click the appropriate Radio Button to select the BTID to be mapped/ unmapped.
6. Click Search. The system displays the User BTID Map screen.
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Bulk Management

User BTID Map

User Details:

User Id: AFRABCO
Email.

BTID's to be mapped
Bulk Identifier
TEST
NFVACCSV

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: CORPORATE USER

Doyouwantto @ pap BTID Unmap BTID

04.08-2014 18:23:13 GMT +0530

Name: Miss AFRA MOHASEEN

==

Bulk Deseription Sensitive Data Check
ABC

VIRTUAL CSV/

Field Description

Field Name

Description

BTIDs to be mapped

Bulk Identifier

Bulk Description

Sensitive Data Check

[Mandatory, Check Box]

Select the check box adjacent to the Bulk Identifier
column to map/un map a BTID.

[Display]

This column displays the description of the bulk identifier.
[Optional, Checkbox]

This column displays the description of the bulk identifier.

with the status message
OR

7. Select the checkbox, the submit button gets enabled.

Click Submit. The system displays the User BTID Map -Verify screen.

User BTID Map - Verify

e BT D Ty oA s ST

Entity. FLEXCUBE DIRECT BANKING 12 B1
BTID's to be mapped
ez

9. Click the Confirm button. The system displays the User BTID Map - Confirm screen

Click the Cancel Button to cancel the BTIP Map transaction.
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! BTID nas been successtully mapped to the user

Transaction with reference number 753923731439288 is in Accepted state.

firm

Entity: FLEXCUBE DIRECT BANKING 12 B1
User Type: RETAIL USER - GOLD
User Details.
User Idi: AASTHARETAILT
Email
BTID's to be mapped

Bulk Identifier Bulk Description
MDMCDRCSV MDMC_DM_REC_CSV

Name: Miss AASHU GUPTA

Sensitive Data Check
Ho

10. Click OK. The system displays the User BTID Map screen.
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11. Audit Log
11.1 View Audit Log

This option allows to facilitate access control and supervision, an audit trail can be
maintained for any task / transaction accessed by the user. A log is then recorded and
can be accessed by the bank at any future date.

View Audit Log

View Audit Log 28-08-2014 11:19:44 GMT +0530

From Date: Time(hh:mm) System User Id.
To Date: Time{hh:mm): Status: All -
User |d: Starts With o

Field Description

Field Name Description

User Type [Mandatory, Drop-Down]
Select the user type from the drop-down list.

Transaction [Optional, Drop-Down]
Select the transaction from the drop-down list.

From Date [Optional, Pick List]
Select the start date of the search criteria from the drop down list

Time [Optional, Alphanumeric, 5]
Type the time for from date in hh:mm format.

System User Id [Optional, Input]
Input the system user id of the user.

To Date [Optional, Pick List]
Select the end date of the search criteria from the drop down list.

Time [Optional, Alphanumeric, 5]
Type the time for to date in hh:mm format.
Status [Mandatory, Drop-Down]
Select the status of the transaction from the drop-down list.
The options are:
o Al
e  Failure
e  Session Failure

. Success
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Field Name Description

User Id [Optional, Dropdown, Alphanumeric, 20]
Select the search type option from the dropdown list and
Type the user id as a search criterion.

1. Select the user type.
2. Enter the search criteria.

3. Click Search. The system displays the View Audit Log screen with the search result.

View Audit Log

View Audit Log 23-08-2014 11:24:21 GMT +0530

User Type:  Intemet -

Transaction: Al

From Date: Time(hh:mm System User Id:
To Date: Time{hh:mmy: Status: Al -

User Id: Starts With

Weord Wrap | Gustomize Columns | Download | Print

Transaction Name # Channel User id # Channel & Status & Transaction Date #
Account Summary riret Intemet Banking Success 11032014 00:00:00 GMT +0530
Praferences riret Intemet Banking Success 11032014 00:00:00 GMT +0530
Login riret Intemet Banking Success 11-03-2014 00:00:00 GMT +0530
Msilbox riret Intemet Banking Success 11-02-2014 00:00:00 GMT +0520
Msilbox riret Intemet Banking Success 11-02-2014 00:00:00 GMT +0520
Account Summary riret Intemet Banking Success 11032014 00:00:00 GMT +0530
Praferences riret Intemet Banking Success 11032014 00:00:00 GMT +0530
Legin riret Intemet Banking Success 11-03-2014 00:00:00 GMT +0530
Msilbox riret Intemet Banking Success 11-02-2014 00:00:00 GMT +0520
Msilbox riret Intemet Banking Success 11-02-2014 00:00:00 GMT +0520

Recerds 1o 10 of 50 Fage 1 w of 5

Field Description

Column Name Description

Transaction Name  [Display]
This column displays the transaction name.

Channel User Id [Display]
This column displays the channel user ID.

Channel [Display]

This column displays the banking channel through which the user
performs the transactions.

Status [Display]
This column displays the status of the user session.

Transaction Date [Display]

This column displays the date and time of the transaction.
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4. Click the link on the items listed in the Transaction Name column to view the audit log in
detail.
5. Click Back to navigate to the previous screen.
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12. Mail Box

The Mailbox option is an integrated communication system within the internet banking
system for you to communicate with the bank and vice versa. It allows you to view all the
notifications, alert messages and general messages sent by the bank; allows you to send
messages to the bank and view the sent messages.

Like popular e-mail clients that you may have used, the Mailbox offers an Inbox - where
you can view messages and notifications sent to you, a Send Message facility using
which you can send messages to the bank and a Sent folder, which allows you to view all
the sent items.

Mail Box functionality is subdivided into the following sub-sections:
e Viewing received messages (Inbox)
e Viewing sent messages (Sent Messages)

e Sending messages(Compose)

12.1 Viewing Received Message

The Inbox folder stores all the bulletin messages sent to you. You can view the individual
messages by clicking on the sender's name. The following procedure explains the steps
to access Inbox and view a message stored within it.

To view the received email

Mailbox 28-08-2014 11:08:42 GMIT +0530
Inbox > Interactions =
[ Inbox
b Interactions(20) [lwerd wrap | Customize Columns | Downloed | Frint
» Feedbacks Messageld & & Subject & Sender & Sender Entity & ::”5"’"‘” & Received & Expires :ﬁd
b SentWessages 420923521241045  Demand Oraft and Cheques Nelash jingal FLEXCUBE DIRECT BANKING 12 10410932 11-02-2014 00:00:00 GMT 03-12-2014 00:00:00 GMT N
B1 +0520 +0520
103996241292878  Debit Cards Nelash jindal FLEXCUBE DIRECT BANKING 12 10410832 1102:2014 00:00:00 GMT 16-12-2014 00:00:00 GMT N
+0520 +0530
1B8083261454457  Debit Cards ashok g asholret  Third Party Entity 000000005 11032014 00:00:00 GMT 21.01-2015 00:00.00 GMT N ElE
~0520
119249961453485  Dabit Cards ashckg ashoirst  Third Party Entity 000000005 11-02-2014 00:00:00 GMT 21-01-2015 00:00:00 GMT N
+0520 +0520
$21710571488404 4 Debit Cards ashok g asholrst  Third Party Entity 000000004 11-02-2014 00:00:00 GMT 28-01-2015 00:00,00 GMT N
+0520
161516441453447  Debit Cards ashok g asholret  Third Party Entity 000000004 11032014 00:00:00 GMT 21.01-2015 00:00.00 GMT N
~0520
441708891438585  Funds Transfer NEFT/RTGS it wick Third Party Entity 000000003 11022014 00:00:00 GMT 19.01-2015 00:00:00 GMT N
[Gthers +0530 +0520
880806451455160  Credit Card john decausta  Third Party Entity 000000002 11-02:2014 00:00:00 GMT 21-01-2015 00:00,00 GMT N -
Rerrrrs 1 0 10 of 20 R -
P b

3. Click Subject link to view the message.
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12.2 Viewing Sent Message

The Inbox folder stores all the bulletin messages sent to you. You can view the individual
messages by clicking on the sender's name. The following procedure explains the steps
to access Inbox and view a message stored within it.

Messages

1. Click the Sent Messages tab. The system displays following screen.

Hela |

o [al=] =

Ftole Management  User Management  Cusiomer Management  Account Selup  Manage Authorisations  Bub Management
View Audr Log

Sent Messages =
(=] Compose Messaan E

. e o ecoron 105 or s I I pnce o+ I IR
B — P z

1o Customor i sant Expiren

s1225708252722 ‘Qtner Qussa Loana Department Patoossss 05-08-2012 00000 23-01-2014 00:00.00

072102222280734 Gamang Orat ang Ghaaues accounts Deparment Pai005a68 05-06-2013 00:00:00 22-01-2014 00:00:00

135008127263722 ‘Ramand Rrat ans heausa Ascounta Bepartment Patoossss 05-05-2013 a0:00:00 23.01-2014 oo:00.00

130888272283741 Damand Draft and Chegues Accounts Department PAIO0SAES 08062013 00:00:00 23.01-2014 00:00:00 3
121327681253740 ‘Demana ran and cnaouea acosunta Departmant Patanesse 05-06-2013 00:00:00 23-01-2014 00:00:00

2. Click on Sender link to view the message. The system displays following screen.

Messages Sent

| nbox [ records 1105 or s I R roce + o+ I HEEH E
[lEsSRaEEa | | messsasia Subiect Ta Cumtemer g sent Expiren -
s1z287805283738 Other Querics Loans Depariment Pet008i5e 05-05-2012 00:00.00 23-01-201% 00:00:00

o72182222250724 Camand Oran ana chaguss Accounts Departmant PaiO0Gsce 05-06-2012 00:00:00 23-01-2014 00:00:00
135088127283732 Demand Drafiand Cheauss Faio0G4as 05-08-2013 00,00:00 23-01-2014 00:00:00 s
130858272283 741 Ramans Gra and shaauss Pa1G0ssGs as- 23-01 g

Date: 23-08-2012 18:02:41
Expirea: 23-01-2014 00.00:00
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12.3 Sending Messages

To communicate with the bank authorities, the Mailbox offers a message sending option. You can
write about any problems that you may have faced, errors in the system, transactions that may
have not completed and any other issues and address them to the bank. It is a very effective
method of communicating with the bank.

Mailbox

T [ E

L nbex Submit a question using our secured messaging form below.You can expect a response in 2 busness days,
15 1k n SEriCtEBt SonTOBNES.

[ Betect fram hers =1 Gustomer™ | Ssiect [
(=] Tanks
ately 2000 charactera or 200 worda of taxt.)

1. Select an appropriate category for this message from the drop-down list adjacent to Step 1:
Select what this message is about.

2. Select a subject for the message from the drop-down list adjacent to Step 2: Select the subject
of this message.

3. Type the message in the message box.

Message Mailbox Compose

View Audit Lo

Mailbox 23-08-2013 18:09:56 GIT +0530

|| mteractions You

= aleres

] Bunenns

(] Tamks
(=] SentMessaass L

=1 Gustomer® [ Seiect [=]
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4, If you wish to be informed by e-mail when the bank replies to the message, select the Send me
an e-mail when my messages are answered checkbox.

5. To send the message, click the Submit button. The system displays the following confirmation
message.

Mailbox Message Compose Confirmation
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13. Manage Policies

The bank administrator can set user ID and password policy for different user types for available
channels. The parameters can be set-up at each entity. The Manage Policy option allows the
bank administrator to select the user type and type of policy which is to be set up.

To set a password policy

1. Navigate through the menus to Maintenances and Setup > Manage Policies. The system
displays the Manage Policy screen.

Manage Policy

Manage Policy 07-12-2012 13:31:57

User Type: | internet and Mobie Banking v Select Policy type: | Login Password Policy v

Field Description
Field Name Description
User Type [Mandatory, Drop-Down]
Select the user type from the drop-down list.
Select Policy Type  [Mandatory, Drop-Down]
Select the password policy from the drop-down list.
The options are:
e Login Password Policy
e Transaction Password Policy
e User ID Policy
2. Select the user type and login password policy from the drop-down list.
3. Click Get Details. The system displays the Manage Policy screen.
4, Select the appropriate password policy details. Here details are shown for Login Password Policy.
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Manage Policies

Manage Policy

Entity
User Type
Channel Group
Channel

Folicy

FLEXCUBE DIRECT BANKING 12 B1
RETAIL USER - GOLD

Internet and Mobile Banking

Internt, Mobile Browses, Jave Application Based Mobile
Login Password Policy

28-08-2014 11:46:02 GMT +0520

Lowercase Alphabets Allowed : Yes o Mandatory: 0
Uppercase Alphabets Allowed : Yes w Mandstory: 0 w
Numbers Allowed : Yes o Mandatory : 0 4
Special Characters Allowed © Yes | o Mandatory : 0 +
Minimum Length : & Maximum Number Of Repetitions Allowed : 5+
Maximum Length : 20 + Maximum No. Of Suceessions Allowed: 5+
First Character
Special characters V| Lower Case V| Upper Case Y| Mumbers
Last Character
Special characters V| Lower Case V| Upper Case V| Mumbers
Number of Unsuccessful Attempts Allowed © 10
Password History Size : 10 &
Password Minimum Expiry Period : 1 Days
Maximum Expiry Pericd : 3 4 Yesrs 2 5 Months 2 4 Dsys
Password Hibemation Period : 0 o Years 8 Months 0 Deys
Forced Reset Of Password With Change In Folicy
Manage Policy — User ID Policy
Manage Policy 28-08-2014 11:50:23 GMT +0530
Entity : FLEXCUBE DIRECT BANKING 12 B1
User Type : RETAIL USER - GOLD
Channel Group : Intemet and Mabile Banking
Channel : Intemet. Mobile Browser, Java Application Based Mobile
Policy : User ID Policy
Lowercase Alphabets Allowed : Yes o Mandstory : 0
Uppercase Alphabets Allowed : Yes Mandatory : 0
MNumbers Allowed © Yes o Mandatory : 0 o
Special Charadters Allowed : No Mandatory : [0
Minimum Length : 4 Maximum Number Of Repetitions Allowed : 5
Maximum Length : 20 Maximum No. Of Successions Allowed: 5
First Character :
Special characters Y| Lower Case V| UpperCase Y] Numbers
Last Character
Special characters Y| Lower Case V| Upper Case Y| numbers
Password Minimum Expiry Period : 1 Days

WMaximum Expiry Period :

3 . Yeas2 o Months 2 o Days

Field Description

Field Name

Description

Entity

User Type

Channel Group

Channel

[Display]

This column displays the entity name.

[Display]

This column displays the name of the user.

[Display]

This column displays the channel group for which the policy is

being set.

[Display]

This column displays the channel for which the policy is being

set.
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Description

Policy

Lowercase Alphabets
Allowed

Mandatory

Uppercase Alphabets
Allowed

Mandatory

Numbers Allowed

Mandatory

[Display]
This column displays the password policy set to the user type.

[Mandatory, Drop-Down]

Select whether the lowercase alphabets are allowed in a
password.

The options are:
e No

e Yes

[Conditional, Drop-Down]

Select the number of lowercase characters allowed in a
password from the drop-down list.

[Mandatory, Drop-Down]

Select whether the uppercase alphabets are allowed in a
password from the Dropdown list.

The options are:
e No

e Yes

[Conditional, Drop-Down]

Select the number of uppercase characters allowed in a
password from the drop-down list.

This drop-down list is disabled if No is selected in Uppercase
Alphabets Allowed.
[Mandatory, Drop-Down]

Select numbers allowed from the drop-down list to allow
numeric values in the password.

The options are:
e No

e Yes

[Conditional, Drop-Down]

Select the number of numeric characters allowed in a
password from the drop-down list.

This drop-down list is disabled if No is selected in Numbers
Allowed.
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Description

Special Characters
Allowed

Mandatory

Minimum Length

Maximum Number Of
Repetitions Allowed

Maximum Length

Maximum Number Of
Successions Allowed

First Character

[Mandatory, Drop-Down]

Select special characters allowed from the drop-down list to
allow special characters in the password.

The options are:
e No

e Yes

[Conditional, Drop-Down]

Select the number of special characters allowed in a
password from the drop-down list.

This drop-down list is disabled if No is selected in Numbers
Allowed.

[Mandatory, Drop-Down]

Select the minimum password length from the drop-down list.

[Mandatory, Drop-Down]

Select the maximum number of repetitions allowed from the
drop-down list.

The options are:
[0-20]

[Mandatory, Drop-Down]
Select the maximum password length from the drop-down list.

[Mandatory, Drop-Down]

Select the number of successful attempts allowed to enter a
password from the drop-down list.

[Mandatory, Check Box]

Select the check box to select the first character of the
password.

The options are:

e Special character: If this check box is selected
then user can enter special characters as first
character of the password.

e Lower Case: If this check box is selected then
user can enter first character in lower case.

e Upper Case: If this check box is selected then
user can enter first character in upper case.

e Numbers: If this check box is selected then user
can enter first character as numeric
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Description

Last Character

[Mandatory, Check Box]

Select the check box to select the last character of the
password.

The options are:

e Special character: If this check box is selected
then user can enter special characters as last
character of the password

e Lower Case: If this check box is selected then
user can enter last character in lower case

e Upper Case: If this check box is selected then
user can enter last character in upper case

e Numbers: If this check box is selected then user
can enter last character as numeric.

Following fields are enabled if you select Transaction Password Policy in the Select

Policy type drop-down list.

Number of
Unsuccessful
Attempts Allowed

Number of Random
Characters

Password History Size

Password Minimum

Expiry Period

Maximum Expiry
Period

[Mandatory, Drop-Down]

Select the number of unsuccessful attempts allowed from the
drop-down list.

The account will be locked after the specified number of
attempts.

[Mandatory, Drop-Down]

Select the number of random characters allowed from the
drop-down list.

[Mandatory, Drop-Down]

Select the password history from the drop-down list.

System retains a log of old passwords which cannot be
repeated.

[Mandatory, Drop-Down]

Select the password minimum expiry period from the drop-
down list.

[Mandatory, Drop-Down]

Select the password maximum expiry period in years, month
and days from the drop-down list.

The values are:

e Years - [0-10]
e Months - [0-11]
e Days - [0-30]
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Field Name Description

Forced Reset Of [Mandatory, Check Box]

(P:assworld \|/3V|t|h Select the Forced Reset Of Password With Change In
ange In Folicy Policy check box this forces the users to change password
with each change in the password policy.

5. Click Modify. The system displays the Manage Password Policy - Verify screen.

OR
Click Back button to return to the previous screen.

Manage Password Policy - Verify

Manage Password Policy - Verify 28-08-2014 12:31:23 GMT +0530
Entity : FLEXCUBE DIRECT BANKING 12 B1
User Type : RETAIL USER - GOLD
Channel Group : Interet and Mobile Banking
Channel : Internet, Mobile Browser, Java Applicstion Based Mobile
Password Folicy | Transaction Password Policy
Lowercase Alphabets Allowed - [ vas Mandatery : [ g
Uppercase Alphabets Allowsd © [ veg Mandstery : [ g
Numbers Allowed © [ ves Mandatory : [ g
Special Characters Allowed : | g Mandstory : |
Minimum Length : | 4 Maximum Number OF Repetitions Allowsd : [ 5
Maximum Length : [ 2p Maximum Mo. Of Successions Allowed
First Character In Password
Special characters Lower Case: Upper Case Numbers
Last Character In Password
Special characters Lower Case Upper Case Mumbers
Number of Unsuccessful Attempts Allowsd : [ 19
MNumber of Random Characters £
Password History Size : [ 2
Password Minimum Expiry Period - [ 1 _ | pays
Maximum Expiry Period 2 . |Years 2 Months | 2 Days
o

with the status message.
OR
Click the Change button to go to the previous screen.
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Manage Password Policy - Confirm

W Password policy will be medified successfully only after next restart.

Transaction with reference number 701182621489318 is in Acceped state.

Manage Password Policy - Confirm 28-08-2014 12:31:23 GMT +0530

Entity : FLEXCUBE DIRECT BANKING 12 B1
User Type : RETAIL USER - GOLD
Channel Group : Internet and Mobile Banking
Channel : Intermet, Mabile Browser, Jsva Application Based Mobile
Password Folicy : Transaction Password Policy

Lowercase Alphabets Allowed : [ yas Mandatory
Uppercase Alphabets Allowed : [ yas Mandatory

Numbers Allowed : [ yvas Mandatory

Special Characters Allowed : [ g, Mandatory

Minimum Length : [ 4 WMaximum Number Of Repetitions Allowed
Maximum Length : [ 20 Maximum No. Of Successions Allowed
First Character In Password :

Special characters Lower Case Upper Case Numbers

Last Character In Password :

Special charscters Lower Case Upper Case Numbers
Number of Unsuccessful Atempts Allowed : [ 19
Number of Random Charactars 3
Password History Size : [ 3
Password Minimum Expiry Period : [ 1 _ | pays

Maximum Expiry Period : | 3 Years 2 Months| 2 Days

7. Click OK. The system displays the Manage Policy screen.
13.2 Automatic Unlock of Transaction Password

If the user enters the incorrect password consecutively for more than particular number of times,
the Transaction Password is then locked automatically. The system then unlocks the same after
the specific time set during the configuration.

Note: Please refer to the following example for easier understanding of the feature.

For Example:

The Transaction Password is/can be locked in the following situation:

Scenario Result
If a user enters the incorrect Transaction Password The Transaction Password
5 times (Default OR value set by the user) remains unlocked.
consecutively within the same day
If a user enters the incorrect Transaction Password The Transaction Password gets
6 times (Default OR value set by the user) locked and is automatically
consecutively within the same day unlocked after 24 hours.
If a user enters the incorrect transaction password The Transaction Password gets
10 times (Default OR value set by the user) locked and is automatically
consecutively within the same day unlocked after 24 hours.
If a user enters the incorrect transaction password The Transaction Password gets
11 times (Default OR value set by the user) locked and will have to be
consecutively within the same day manually unlocked by the bank

or corporate administrator.
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Note: The user is notified while locking the Transaction Password.
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